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Abstract

Various video encryption techniques are proposed to
encrypt the videos and used for obtaining highly encrypted
videos

The paper focuses on different existing methods for video
techniques. It focuses on the full or selective encryption
techniques & various schemes under it.

This survey provides information about the existing
methods and their improvements, hence providing a
platform for new researchers for innovating new
Techniques for further research.
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Introduction

Due to rapid development of various multimedia technologies,
more and more multimedia data are generated and transmitted
in the medical, commercial, and military fields, which may
include some sensitive information which should not be
accessed by or can only be partially exposed to the general users.
Therefore, security and privacy has become an important. The
main goal of cryptography is keeping data secure form
unauthorized attackers. Therefore data is encrypted through
process of Encryption. The reverse of data encryption is data
decryption.

With digital video transmission, encryption technologies are
needed that can protect digital video from attacks during
transmission. Due to the huge size of digital videos, they are
usually transmitted in compressed formats such as MPEG, or
H.264/AVC (standard used for video compression).

Need of Video Encryption

Encryption of images and videos are important due to following
reasons:

1. For preventing unwanted viewing of transmitted video, for
example from law enforcement video surveillance being
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relayed back to a central viewing centre.

2. To protect the private multimedia messages that is
exchanged over the wireless or wired Networks.

3. Video Encryption is helpful in securing videos used in
services like video on demand (VOD), Video conferencing-
learning.

4. For protecting medical videos which may contain private
information of a patient from unauthorized access by
malicious users.

This study is based on video encryption based on study of
Deformation/Formation Algorithm which is useful in
protecting various medical videos that contain private
information of patients and requires sharing among various
doctors that belongs to different department of hospital. In first
part of study I have focused on various prevailing algorithms
used for video encryption. Deformation/formation algorithms
based on concept of I-frames is discussed.

In second part of study, I have mentioned literature reviews of
various research papers.

Basic Conceptof Video Encryption:
The encryption and decryption of a plain text or a video stream
canbe done in twoways:

A. SecretKeyEncryption:

A single secret key can be used to encrypt and decrypt the video
streams. Only the sender and the receiver have this key.
Basically, the security level of the symmetric keys encryption
method is totally depends on how well the users keep the keys
protected. If the key is known by an intruder, then all data
encrypted with that key can be decrypted. Most common
algorithms in these categories are Data Encryption Standard
(DES), Triple DES, and Advance Encryption.
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Figure 1: Symmetric key Algorithms [Ref. 1]

Publickey encryption:

There are two keys, one for encryption and the other for
decryption. The public key, which is known for all senders, is
used for encryption. While the private key, which is owned only
by the receivers, is used for decryption. [Jolly shah and Dr. Vikas
Saxena,” Video Encryption: A Survey”]

It is based on a two-key crypto system in which two parties
could securely communicate over a non-secure communications
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channel without having to share a secret key and solves the
problem of secret key distribution by using two keys instead of a
single key .
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Figure 2: Asymmetric key Algorithms [Ref. 1]
Various approaches used for encryption

Full-encryption:

A video encryption algorithm that performs encryption on the
entire video bit stream belongs to this class of algorithms. It
suitable for real time video as requires heavy computation and
has slow speed.

Selective Encryption:

Also known as partial encryption & is a subcategory of variable
encryption. The algorithms in this class selectively encrypt the
bytes within video frames. As these algorithms are not
encrypting each and every byte of video data, it reduces
computational complexity.

Various Digital video encryption schemes

Naive Approach:

It is a type of full encryption approach in which a conventional
cryptosystem is used in the encryption step. The most straight-
forward method to encrypt every byte in the whole Moving
Picture Experts Group (MPEG) stream using standard
encryption schemes such as DES or AES.

However, this algorithm not applicable for heavy video, because
itis very slow especially when we use triple DES. Because of the
encryption operation the delay increases therefore it is not
suitable for real time video encryption. [M. Abomhara, Omar
Zakaria, Othman O. Khalifa “An Overview of Video Encryption
Techniques”]

Pure Permutation Algorithm:

It simply scrambles the bytes within a frame of MPEG stream by
permutation.[Jolly shah and Dr. Vikas Saxena,” Video
Encryption: A Survey”]

Zig-Zag Permutation Algorithm:

In this method, instead of mapping the 8x8 block to 1x64 vector in
“Zig-zag” order, it maps the individual 8x8 block to a 1x64 vector
by using a random permutation list (secret key).[M. Abomhara,
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Omar Zakaria, Othman O. Khalifa “An Overview of Video
Encryption Techniques”]

Chaos Based Encryption Algorithms:

This is one of the popular algorithms in the field of neural
network to perform encryption & decryption as it is a low cost
algorithm & is suitable for large amount of data.

Deformation & formation Algorithms:

In this form, encryption using key image is used perform full
encryption process. In this new scheme for video encryption
whichbased on encryption of I-frame (video frame).

Deformation Algorithm:

e In this method, a video Vi is divided into I1, 12...In (where
n=1,2....n) video frames such as frames are collected then
take frame one by one.

¢ Then, select two key Images namely K1, K2 as key frames for
encryption and decryption process, so this key images can
be send through secure channel.

e  Each frame has dimension of “w*h”.

* Letaidenotes any sorting permutation like quick sort, heap
sortof Ii & a(Ii) is image with sorted pixels from ‘Ii".

*  Video stream is collection of still images & these images are
refereed as I-frames.

*  Here, first frame is not encrypted & is transmitted through
secure channel whereas

* Second frame is xored with second key image, K2.Again the
outputis xored with sorted value of first frame.

®  The process is repeated for all frames till encrypted video
sequences E1,E2... Enare generated.

Formation Algorithm:

For decrypting the obtained sequence of encrypted video

following steps are followed [Ref.5]:

*  Receiveall frames of videos along with key images :K1,K2.

e Each frame E1 is xored with first key image & again the
output is xored with its previous frame i.e first frame
initially. Then the output is xored with key image K2 to
obtain firstI-frame of video.

* These steps are repeated for all the encrypted frames
E1,E2..En(wheren=1,2.....n.)

e Finally construct the final video (consisting of I1,12..In
frames) by collecting all the frames.

Video Encryption algorithm (VEA):

In this concept, this new encryption will divide the input videos
streams into odd chunks (al, a3, a5, ...., a2n-1) and even
chunks(a2,a4,....a2n) & then encryption key would be applied to
the evenlist E(a2, a4,a6, ..., a2n ), where E denotes an encryption
function. Finally, cipher text is a concatenation of output of
encryption algorithm XOR with the odd list streams.

Literature Review

There are various papers available in journals which are based
Video Encryption. Some of them are:

All videos that are needed to be protected from suspicious users
require Encryption. To solve this problem of security, a wide
variety of encryption techniques have been discussed in this
study. This paper description and comparison between
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encryption methods and representative video algorithms are
discussed. With respect not only to their encryption speed but
also their security level and stream size. In this research paper
relation between quality of video Encrypting and choice of
encryption algorithm were shown. [M. Abomhara, Omar
Zakaria, Othman O. Khalifa “An Overview of Video Encryption
Techniques”]

This study indicates that the classification of encryption
algorithm according to two categories:

Namely Full Encryption & Partial or selective encryption. It
shows that full encryption requires more computational cost &
has less speed due to large data to be encrypted. The
classification is also done on the basis of various performance
parameters such as Encryption ratio, Cryptographic security,
Compression friendliness [Jolly shah and Dr. Vikas Saxena,”
Video Encryption: A Survey”]

In order to perform encryption in video and image contents
using chaotic maps , a data (image or video) encryption scheme
based on arithmetic coding, which we refer to as Chaotic
Arithmetic Coding (CAC) is referred in this research paper. In
CAC, a large number of chaotic maps can be used to perform
coding, each achieving Shannon optimal compression
performance. The exact choice of map is governed by a key. CAC
has the effect of scrambling the intervals without making any
changes to the width of interval in which the codeword must lie,
thereby allowing encryption without sacrificing any coding
efficiency. [Amit Pande, Prasant Mohapatra, Joseph Zambreno”]

This study focuses on a novel scheme to efficiently secure
variable length coded (VLC) multimedia bit streams. The
proposed scheme employs code word diffusion and content
based shuffling techniques to achieve security. Specifically, itis a
combination of a highly secure random number generator based
on chaotic maps and a low computation complexity block
shuffling procedures. The main idea of this encryption scheme is
to make the decoding of the VLC codes in the bit streams
computational infeasible in the absence of a private key. Here the
contents are divided into random size blocks. Within each block,
a few bits are flipped such that the correlation present among
codeword is diffused. Next the blocks are randomly shuffled.
[Sufyan T. Faraj Al-Janabi, Khalida Shaaban Rijab, Ali Makki
Sagheer,”]

A brief introduction of AES algorithms is presented in this paper.
With the AES algorithm of video encryption, a novel algorithm
classification is discussed. The algorithm is flexible in supporting
any combination of data and key size of 128, 192, and 256 bits.
However, AES merely allows a 128 bit data length that can be
divided into four basic operation blocks. These blocks operate on
array of bytes and organized as a 4x4 matrix that is called the
state. The study done in this paper is valuable, and will have
great utility. This essay brings efficient algorithm for encryption.
[M. Zeghid, M. Machhout, L. Khriji, A. Baganne, and R. Tourki,
”AModified AES Based for Image Encryption”]

A new scheme for video encryption which based on encryption
of video frame. Here researcher has taken an idea from matrix
calculation for generating the encrypted I-frame. In this method,
we collect the all video frame then take frame one by one form it
and select a key Image as key frame for encryption and
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decryption process, so this key image is send through secure
channel. Other frame encrypted by following algorithm & after
applying the encryption algorithm we combine all frame, make
video which is in encrypted form, send it from simple channel.
[Mayank Arya Chandra, Dr. Ravindra Purwar, Dr. Navin Rajpal,
”A Novel Approach of Digital Video Encryption”]

Conclusion

This paper focuses on the various methods for video Encryption

From the above analysis; the following conclusions have been

drawn:

* Amongst the two approaches: selective encryption takes
less time as compared to full Encryption.

e Zigzag method & chaos based method are hot research
topics for encryption of video but takes more time

¢ Thereforeaencryption algorithmbased on

e I-frames & xor hasbeen defined.

Future Work:

The results of implementation of various encryption schemes
depict that a lot of advancement need to be done to get highly
secured video after encryption. A I-frame based method is used
that utilizes the concept of xor frames which in future can be used
for video steganography.
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