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Software Quality Improvement by Documentation — Knowledge Management
Model

V. Chomal, Dr. J. Saini

Abstract This paper addresses an essential and significant concern in the development of
computer software - its quality. The major proposal of the paper is that computer science
faculty, in their design and implementation of core curriculum; do not devote sufficient
attention to teaching their students how to develop high-quality software. As in industry,
the most common and popular way of assuring the quality of programs is through
software testing. In other words, quality is treated as a late addition or as postscript in
software development. The paper presents and discusses a software quality improvement
by documentation — knowledge management model that can be used to incorporate a
wide variety of quality assurance techniques within a curriculum. The specific focus of
this paper is to uncover various types of errors done by students during software
development, which is been carried out as a part of their master degree programme.

Keywords: Data Flow Diagram (DFD), Error, Quality, Software Development Life Cycle
(SDLC), Software Documentation, Software Projects

1. INTRODUCTION

Computing has become prevalent in almost all aspects of human endeavour;
software is now critical to the current state of consumer products,
transportation, medicine, law, management, and education. The information age
has arrived and we as computer science educators are challenged as never before.
Software products are larger and more complex, and their development demands
immense resources in people, money, and time. Although we have made
remarkable progress in the engineering of software, much of it is developed in
an ineffective and inefficient manner - the software development landscape is
filled with examples of projects with cost and schedule overruns and with severe
quality problems. The quality issue can dominate and drive all of the other
concerns in the development of software. It is not uncommon in the
development of a software 'system to spend 40% to 60% of its development
resources in testing. Of course, this is rarely anticipated, with the result that
budgets and schedules are wrecked [24].

This paper intends to study and analyze the errors overlooked by students in
developing their software projects for completion of their course work. The
importance of final year student project reports is evident from the fact that they
are on the verge of completing their course and enter the technical field
expecting a thorough professional knowledge of software development.
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Considering these errors, we propose a Software Quality Improvement by
Documentation — Knowledge Management Model which will be helpful to
lessen number of errors and improve the quality of software.

During their software project development, students are required to focus on the
following aspects of the software:

1) Requirement Analysis

2) System Design

3) Database Design

4) Structural and Object Oriented Modelling Techniques

5) Coding

6) Testing

2. Software Quality

The three decisive issues in the development of software products are cost,
schedule and quality. Out of these three fundamental issues, we will focus on
quality, so what is quality? Quality is one of those terms that everyone uses; but
there is probably not a universal, consistent understanding and agreement about
its meaning. Software engineers (and academics) apply the term "quality" to both
the product being produced and to the process used to produce it. Although
these two types of "quality (product quality and process quality) are dependent
on each other, they involve different techniques, measures, and implications.
Broadly speaking, product quality is related to how well the product satisfies its
customer/user requirements. Related to this (but maybe not specified) are the
usability, performance, reliability, and the maintainability of the software.
Process quality is concerned with how well the process used to develop the
product worked. In this ease we are concerned with elements such as cost
estimation and schedule accuracy, productivity, and the effectiveness of various
quality control techniques (e.g., inspection rates and yields) [24].

Following the present section, the remaining paper is divided into four sections.
First, a review of related literature is presented. This is followed by the
methodology detailing the data source and phased procedure followed by us. A
section on Findings and Analysis of Errors found during project reviews is
presented next. Finally, the paper ends with concluding remarks.

3. Related Literature Review

Dennis et al [4] defines Software Development Life Cycle (SDLC) is a process
used during the development of software system starting from planning until the
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implementation phase. Data flow diagramming, on the other hand, is used to
produce the process model during the analysis phase. SDLC is also used to
understand on how an information system can support business needs, designing
the system, building the system and delivering the system to users.

According to Lamsweerde [1] Requirement Analysis is the initial stage to start
their software development. It is the procedure of shaping user expectations for
a new or modified product.

Requirement Engineering can be defined as a subset of Software Engineering
that mainly focuses on the use of various tools and techniques for the
development and management of software requirements. The processes involved
in Requirement Engineering include domain analysis, elicitation, specification,
assessment, negotiation, documentation, and evolution.

After collecting requirements from the user as well as the organization for which
students are developing their project and detailed analysis of a new system, the
proposed system is to be designed. This period is known as system designing.
System Design consists of two phases:

1) Beginning / Preliminary or General Design
2) Detailed Design

Database design is a very crucial part of development. It is the first step after
requirement gathering and before coding even begins. Taking time to design the
database can save a lot of time and frustration during development.

Jain et al [16] defines system design as the creation of the information system
which is the solution to the problem. It is concerned with the coordination of
the activities, job procedures and equipment utilization in order to achieve
system goals. It deals with general design specifications, detailed design
specifications, output, input, files and procedures. It also deals with program
construction, testing and user acceptance.

Saleh [12] defines software design as the process of refining the software
specifications to obtain a basis for describing how the software can be
implemented and also suggested following constraints that must be followed
while designing software:

1) Consistency: One of the most important criteria for the success of
software is consistency of the interface, within the application.
Examples of consistency within the same software design include the
use of:
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a. Similar font sizes and styles in the screen, dialogs and forms.

b. Same format to display error messages.

c. Same icons to mean the same thing such as using the error,
warning, and information icons.

2) Readability, Simplicity, and Clarity: The software design must include
simple Graphical User Interface artifacts, such as simple screens with
clear, uncrowded messages. For example, the use of appropriate colours,
font sizes, and styles that is convenient for the target users of the
software. Displayed error, help and warning messages must be clear,
concise, and as elementary as possible to assist the user in properly
choosing the next action to be performed.

3) User friendliness: The software design must be user friendly, providing
helpful, considerate, and non-offending messages. For example, an error
message displayed by the system should spell out exactly what the error
is and how it can be avoided. Help messages must be concise and
contextual by providing only the needed and requested help.

Hecht [8] and [9] and Shah et al [10] state the importance of exception handling
in software development has been known for a long time, and considerable
research has been performed to develop tools and techniques to aid developers in
incorporating exception handling into their programs. Missing or faulty
exception handling has caused a number of spectacular system failures and is a
major cause of software failures in extensively tested critical systems.

Structural and Object Oriented Modelling Techniques is characterized by the
use of graphic documentation separating the design phase into logical phase and
physical design. Through the use of graphic documentation, the system is
described in unambiguous terms so that it can be understood fully be the
students to be programmed correctly. In structured methodology, data flow
diagrams are used during analysis phase to capture the requirements of any
system. In object-oriented methodology, Unified Modelling Language (UML)
specification is used to represent any system requirements.

In computer programming, the term coding refers to writing a set of instructions
for software application. It is a set of statements and instructions written in a
human-readable programming language. Hecht [8] states the needs for exception
handling which is the most vital facet to be included while coding for software
product.

Testing is a process to identify the correctness and completeness of the software.
The general objective of software testing is to affirm the quality of software
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system by systematically exercising the software in carefully controlled
circumstances. IEEE defines testing as ‘an examination of the behaviour of the
program by executing on sample data sets.” Miller [7] and Khan [18] state that
the general aim of testing is to affirm the quality of software systems by
systematically exercising the software in carefully controlled circumstances. For
conducting testing, proper test data and test plan must be prepared to identify
the correctness and completeness of the software. IEEE defines test case as ‘a set
of input values, execution preconditions, expected results and execution post
conditions, developed for a particular objective or test condition, such as to
exercise a particular program path or to verify compliance with a specific
requirement’.

Selby et al [20] in their work define several error related concepts as:

1) Error related effort: Error isolation effort — How long it takes to
understand where the problem is and what must be changed. Error fix
effort — How long it takes to implement a correction for the error. Error
correction effort — How long it takes to correct an error, which is the
sum of error isolation effort and error fix effort.

2) Error type: Wrong — Implementation require a change. The existing
code or logic needs to be revised, the functionality is present but it is
not working properly. Extra — Implementation requires a deletion. The
error is caused by existing logic that should not be present. Missing —
Implementation requires and addition. The error is caused by missing
logic or function.

3) Error severity (trouble reports): Level 1 — Program is unusable, it
requires immediate attention. Level 2 — Program is unusable, but
functionality is severely restricted and there is no work - around.
Prompt action is required. Level 3 — Program is usable, but has
functionality that is not critical, it can be avoided. Level 4 — Problem is
minor, example message or documentation error and is easily avoided.

4) Error severity (inspection): Major — Error could lead to a problem
reported in the field on a trouble report. Minor — Anything that is less
than “major” severity, example, typographical mistakes and misspelling.

5) Error reporter type (trouble reports): User — Error is reported by field
user or found by a developer while using the product. Developer — Error
is discovered by a developer during field testing or when looking at the
source code or searching for error in a released system.

6) Inspection type: Design inspection — These are inspections held during
the high level and low level design phase. Engineering inspection —
These are code inspection that are held after the completion of unit
testing.
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Grady [21] suggest that one useful way to evaluate software defects is to transfer
process learning from individuals to organizations. It includes not only analyzing
software defects but also brainstorming the root causes of those defects and
incorporating what we learn into training and process changes so that the
defects won’t occur again. There are five steps:

1) Extend defect data collection to include root-cause information. Start
shifting from reactive responses to defects toward proactive responses.

2) Do failure analysis on representative organization-wide defect data.
Failure analysis is the evaluation of defect patterns to learn process or
product weaknesses.

3) Do root-cause analyses to help decide what changes must be made.
Root-cause analysis is a group reasoning process applied to defect
information to develop organizational understanding of the causes of a
particular class of defects.

4) Apply what is learned to train people and to change development and
maintenance processes.

5) Evolve failure analysis and root-cause analysis to an effective
continuous process improvement process.

Peng et al [26] provides guidance on software error analysis. Software error
analysis includes error detection, analysis, and resolution. Error detection
techniques considered in the study are those used in software development,
software quality assurance, and software verification, validation and testing
activities. These techniques are those frequently cited in technical literature and
software engineering standards or those representing new approaches to support
error detection. The study includes statistical process control techniques and
relates them to their use as a software quality assurance technique for both
product and process improvement.

Hilburn et al [24] place forward that computer science curriculum designers and
developers treat software as a central element of their curricula. Software quality
should be emphasized in the beginning and throughout the curriculum. Quality
reviews (personal reviews, walkthroughs, inspections) should be incorporated at
the requirements, design and coding stages of software development. Finally, we
do not believe that students can learn to produce high-quality software without
the proper guidance, organization, and support. Hence, we believe that it is
essential that a software development process that emphasizes quality
techniques, methods, and analysis be taught to and used by students throughout
their program. Such a process would typically consist of a set of process scripts,
forms, guidelines, measures, and tools.
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According to Jones [2] an analysis of approximately 250 large software projects
between 1995 and 2004 shows an interesting pattern. When comparing large
projects that successfully achieved their cost and schedule estimates against
those that ran late, were over budget, or were cancelled without completion, six
common problems were observed: poor project planning, poor cost estimating,
poor measurements, poor milestone tracking, poor change control, and poor
quality control. By contrast, successful software projects tended to be better than
average in all six of these areas. Perhaps the most interesting aspect of these six
problem areas is that all are associated with project management rather than
with technical personnel. Two working hypotheses emerged: 1) poor quality
control is the largest contributor to cost and schedule overruns, and 2) poor
project management is the most likely cause of inadequate quality control.

Dixit et al [5] define data flow diagram as a graphical tool that allows system
analysts and users to depict the flow of data in an information system. A method
for checking consistency for UML specification, on the other hand, has been
done for example in Donald et al [6], Kim et al [13] and Molina et al [15].
Donald et al [6] proposed the following set of rules that must be followed by
analysts when drawing data flow diagrams in order to evaluate data flow
diagrams for correctness, which we too included in analyzing data flow diagram
for the documentation reviewed by us.

1) The context diagram shows the overall business process as just one
process and shows the data flows to and from external entities. Data
stores are not usually included on the context diagram.

2) At least one input or output data flow for external entity.

3) At least one input data flow and/or at least one output data flow for a
process.

4) Output data flows usually have different names than input data flows
for a process.

5) Data flows only in one direction.

6) Every data flow connects to at least one process.

7) A process, data flow, data store and external entity must have unique
name in data flow diagrams.

8) Every process is wholly and completely described by the processes on
its children DFDs.

9) Every data flow, data store and external entity on a higher level DFD is
shown on the lower-level DFD that decomposes it.

10) For every data store, data cannot move directly from one data store to
another data store as well as data must be moved by a process only.
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11) The total number and name of external entities in context diagram are
the same as in level 0 DFD.

12) The total number and name of data flows between process and external
entity in context diagram is same as level 0 DFD.

13) The total number and name of external entities in level 0 DFD are same
as context diagram.

14) The total number and name of data flows between process and external
entity in level 0 DFD are the same as in context diagram.

Visconti et al [17] proposed that, one basic goal of software engineering is to
produce the best possible working software along with the best possible
supporting documentation. And yet, documentation seems to be considered a
second class object and not as important as the software itself. However,
empirical data shows that low quality or missing documentation is a major cause
of errors in software development and maintenance. Low quality or missing
documentation is a major cause of errors in software development and
maintenance. The present work has also considered documentations of software
projects as an input for analysis. In next section, we present the detailed
methodology followed by us towards analysis of documentations of software
projects.

4. Methodology

The present work considers documentation of software projects prepared by
students as a source for data collection. Specifically, documentations of large
software projects of only final year students of Masters level course have been
considered for the research purpose. The duration of these software projects is
six months. The said documentations of software projects were procured from
college libraries. These documentations include complete project profile along
with the following elements:

1) Requirement analysis

2) Technology used

3) Database design

4) Structural and Object Oriented Modelling Techniques

5) Screen layouts

6) Testing techniques along with test case and data

We analysed and reviewed 505 large software project documentations developed
during a period of academic years from 2001-2002 to 2011-2012. During our
exploration we considered all of the above described elements. For simplicity
and better exhaustive analysis of the documentations, the phased process was
followed. As each project is a uniquely different definition from other projects,
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it is noteworthy here that this was repeated for each of the 505 project reports
under study.

These phases are presented below:

1) Exploration of Project Profile

2) Exploration of Existing System and Proposed System

3) Exploration of Requirement Gathering Techniques

4) Exploration of Requirement Analysis done by Students

Exploration of Technology on which Software Project carried out

6) Exploration of Process Model adapted for Software Project
Development

Ul
~

7) Exploration of Data Dictionary (including Database Design)

8) Exploration of various Structural and Object Oriented Modelling
Techniques

9) Exploration of Screen Layouts

10) Exploration of Generated Reports

11) Exploration of Testing Techniques and Test data

As shown in Figure 1, Diagrammatic Representation of  Knowledge
Management , the software documentation produced from software developed
by students as a part of their Final Year curriculum are been considered as a
source of data collection. While studying and analysis these software
documentation, we found and categorized errors into eleven broad error
categories as shown in Figure 1. “Software Quality Improvement by
Documentation — Knowledge Management Model”, is proposed as a solution
which is implemented in Java Programming Language, will help in highlighting
the errors which are shown in Figure 1 and Table 1, done during various
software development stages and guiding software professional to remove these
errors and improve the quality of software.
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Figure 1 Diagramatic Representation of Knowledge Management

The next section presents the findings obtained through analysis of

documentation reports.

5. Findings and

Analysis

The main errors and error categories found from the review of project
documentations are listed in Table 1. We also present an analysis of the
identified points which can be termed as the errors. There were eleven broad

categories under which various errors were found. These broad categories are:

1)
2)

Process Model
Data Flow Diagram
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3)
4)
5)
6)
7)
8)
9)

Process Specification

Entity Relationship Diagram
Form Design / User Interface
Database Design

Code Design

Exception Handling

Reports

10) Testing
11) Documentation

Table 1. Error Categories and Errors

Sr No. Error Categories and Errors

L. Process Model

1.1 Students state for model but do not explain why the model is
appropriate for their system.

2. Data Flow Diagram (DFD)

2.1 DFD are not properly numbered.

2.2 In DFD no labelling is done on data flow.

2.3 Levels are not properly maintained.

24 Context diagram does not have the name of the system.

25 Data was provided by source or a sink to another source or sink
without processing.

2.6 Data movement from source to data store without processing.

27 Data movement shown from data store to source without
processing.

2.8 Movement of data from data store to data store.

3. Process specification

3.1 In process specification, external entity and data store not shown.

4. Entity Relationship Diagram

4.1 In Entity Relationship Diagram, relationship among entities not
mentioned.

4.2 Entity Relationship Diagram confused with Table Relationship
Diagram.

5. Form Design / User Interface

5.1 No specification provided regarding which fields are mandatory
while filling a form.

5.2 No details regarding filling up of text box and other necessary
components (Tools Tips not provided).

5.3 After completing any transaction no information is provided to
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user.

5.4 Too many details presented on single page.

5.5 Text on label not readable properly.

5.6 Control / Components on the form not arrange properly.

5.7 Uniformity of font’s type and size not maintained on forms and
buttons.

6. Database design

6.1 Ignoring normalization.

6.2 Poor naming standards.

6.3 One table to hold all domain values.

6.4 Rule of primary key and foreign key not followed.

6.5 Unnecessary assignment of field.

6.6 Proper field not selected for assigning Primary Key.

6.9 Proper description not mentioned for designing field.

6.10 Table field not properly designed (redundancy).

6.11 Data type not properly assigned.

6.12 Data size not properly assigned.

6.13 Specification not provided why table is been designed and its use.

7. Code design

7.1 Code design not followed for proper identification of code.

8. Exception Handling

8.1 Appropriate messages are not displayed in message box (Error
handling is not user friendly).

9. Reports

9.1 Reports not properly designed (Date/Time not mentioned, for

whom report is been generated)

9.2 Graphs and Charts not having proper naming (legends).

9.3 Complete details not found in report.

9.4 Header and Footer not included in report.
10. Testing

10.1 Test Case and Test Data not included.

11. Documentation

11.1 Documentation does not have uniformity.

The total number of errors found during our exploration which belongs to the
said error categories along with the summation of total number of errors
encountered for the academic years from 2001-2002 to 2011-2012 is highlighted
in Table 2.



51

ISSN: 0974-3308, VOL. 6, NO. 1, JUNE 2013 @ SRIMCA

Table 2. Error Category—wise Year-wise Number of Errors
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We can see from Figure 2 that the sources of errors vary significantly for the
eleven academic years from 2001-2002 to 2011-2012. No charts are alike. In
Table 3, we present the top two error categories for the academic years from
2001-2002 to 2011-12 where maximum errors were found.

Table 3. Year-wise Most Frequent & Second Most Frequent Error Category

Year | Most Frequent Error Category | Error

Category
No. from
Table: 1

2002 | Form Design / User Interface 5

2003 | Form Design / User Interface 5

Testing 10
2004 | Database Design 6
2005 | Database Design 6
2006 | Form Design / User Interface 5
2007 | Database Design 6
2008 | Database Design 6
2009 | Database Design 6
2010 | Database Design 6
2011 | Form Design / User Interface 5
2012 | Database Design 6
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Year | Second Most Frequent Error Category No.
Error Category from Table: 1

2002 | Data Flow Diagram 2
Database Design 6

2003 | Data Flow Diagram 2

2004 | Form Design / User Interface
2005 | Data Flow Diagram

2006 | Database Design

2007 | Form Design / User Interface
2008 | Form Design / User Interface
2009 | Data Flow Diagram

2010 | Form Design / User Interface
2011 | Database Design

2012 | Form Design / User Interface

(S AN N RC RN SRV, RV, e N ) SR R0,

From Table 3, as the error category number 6 of Table 1 is having maximum
occurrence, we conclude that ‘Database Design’ is the error category where
highest number of errors have been encountered during last eleven years.
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Figure 3. Error Categories and Number of Errors for Year 2002 To Year 2012

Figure 3 show Error Categories and Number of Errors from Year 2002 To Year —
2012. Error category number 6 of Table 1 ‘Database Design’ shows the tallest
spike followed by error category number 5 of Table 1 ‘Form Design / User
Interface’
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Figure 4. Total Number of Errors found from academic year - 2002 to year - 2012

Figure 4 show that total numbers of errors are having an upward trend from
2002 to 2012.

6. CONCLUSION

Documentation of large software projects prepared by final year students of
Master level course have considered as a basis of data collection. The duration of
these software projects was six months. Errors were analysed from these
software projects documentation. We found many errors and classified them into
error categories viz... Process Model, Data Flow Diagram, Process specification,
Entity Relationship Diagram, Form Design / User Interface, Database design,
Code design, Exception Handling, Reports, Testing and Documentation. We
analysed number of errors in each category and carried out this procedure for
the academic years 2001-2002 to 2011-2012. Based on our study for these
academic years, we conclude that sources of errors vary significantly over a
period of time. Among the extremely significant error categories derived from
our finding and analysis, we conclude that ‘Database Design’ is the error
category where highest number of errors have been encountered during last four
years. Form Design / User Interface is the second most notorious error category
been identified from finding and analysis. Our final conclusion is that the overall
trend of total number of errors for the period of study shows an upward trend.
Hence, if due concern is not given to the most frequently occurring error
category identified by us then a still higher number of errors are predicated for
projects to develop.

Even though, we all agree upon the statement that software quality is crucial in
software development but, we as educator often do not make it a major concern
in the curriculum we deliver. We recommend that software quality should not
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be an afterthought - it should be addressed in the front-end of the life-cycle. We
believe that software development oriented curriculum should focus on quality
and that the Software Quality Improvement by Documentation — Knowledge
Management Model provides the conceptual framework for such a focus.

10.
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