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Abstract

Cloud services are playing an important role in day-to-
day life because of rapid development in information
technology. Every IT industry is showing interest to
adopt the services of cloud. Cloud provides services
on demand of users in cheapest price and without
maintenance. The users are very much interested
to place their sensitive data in cloud but agitate
confidentiality cause of internal and external attacks
owing to un-trusted public cloud database. In this
paper, providing privacy to sensitive data by adding
encrypting layer to data and processing requested
gueries over encrypted data at un-trusted server by
using tunneling at client side has been proposed.
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Introduction

Cloud services are disposed by cloud computing, which
includessoftware, product, infrastructure, shared resources
etc. Rapid development in technology gave birth to cloud
computing, which provides greater facilities to users like
storage. The term “cloud computing” generally refers
that applications and data are stored on shared servers.
Storage is one of the most essential and demanding
computing resource in present digitised era. This type of
cloud service is known as cloud storage, every user and IT

enterprises are showing interest to use of this service and
the service provider provides this service in hired basis
in their large-scale storage infrastructure to organisations
and individuals. It has always been one of the famous
services in cloud computing industry. Cloud storage has
distinct characteristics including on-demand self-service,
broadband network access, resource multiplexing, rapid
elasticity and measured usage for utility billing. Besides
the key advantages of cost saving, cloud storage can
facilitate information sharing and task collaborating,
promote portability and universal accessibility of data,
as well as provide easy and convenient solutions to
some other problems. For example, for disaster recovery
purpose, organisations should maintain secondary off-
premise data backups. Storage of sensitive data, such as
financial, personal, or medical data is subject to more and
more regulations and legal constraints. Cloud storage is
offered by low maintenance of data and cost to owners
from the complicated process. Cloud storage service
named as Infrastructure as a Service (laaS), deploys the
quality of services and manages the storage devices of
consumers in the cloud ensuring service level agreements.
Amazon’s Elastic Compute Cloud (ECC) is a ruling
example, with other offerings such as ackspaces Mosso
and GoGrid’s ServePath (Mell & Grance, 2009). The
basic architecture of a cloud storage system is composed
of a storage resource pool, including the distributed file
system, the Service Level Agreements (SLA), and service
interfaces (Tim Jones, 2010; Zeng et al., 2009; Guttman
& Roback, 1995).
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Figure 1: Basic Architecture of a Cloud Storage
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Users are in dilemma to store sensitive data on un-trusted
server considering lack of security. Security issues
have been reported as the biggest concern preventing
enterprises and organisations from adopting cloud
services according to recent researches (Chantry, 2009).
The public cloud offers great services to users by delivery
of computing resources over Internet. It offers scalability,
cost effectiveness, increased reliability, and flexibility,
as well as fast deployment however they fail to provide
privacy, speed, and control. The security requirements for
cloud storage differ with different users and applications;
they distribute the same three basic objectives as any
computer information systems (Guttman & Roback,
1995): confidentiality, integrity and availability. In order to
access the data securely private cloud came into existence
where the data is stored in the clouds either individual or
group of an organisation, the confidentiality issue is better
than in public cloud. In public cloud the organisations are
much worried about the data leakage. This issue is solved
by choosing a private cloud owing the greater level of
security to store and/or process sensitive data but cons of
private cloud are higher cost and maintenance. So, public
cloud is focused on the confidentiality of data stored on
servers outside of the company firewall by introducing
data storage technique. This technique takes sensitive data
as input and replaces it with a unique value called a token.
De-tokenisation is the reverse process of replacing a token
with its associated clear text value. Con of tokenisation is
analysis of data is not done on tokenised data.

Cloud security providers offer ownership of data and
some advanced encryption methods to ensure that data
in clouds remains secure. Encryption is one strategy by
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which cloud service providers uses to protect enterprise
cloud data from cybercriminals and any unauthorised
access. Data encryption process uses an encryption
algorithm to transform data. Encrypted values can be
transformed back to the original value via the use of a key.
It involves conversion of clear text data into cipher text,
which cannot be access by unauthorised people.

Figsure 2: Encrypted Database
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To secure the data in database cloud service provider has
to secure the whole lifecycle of data.

Data in sleep mode: Data need to be secured in sleep
mode using some encryption techniques for example
AES (Advanced Encryption Standard) and RSA. AES is a
symmetric-key algorithmalso known as private key, which
shares same key for both encryption and decryption of the
data. RSA is an asymmetric-key algorithm also known as
public key, which is used public key for encryption and
private key for decryption.

Data in computation mode: Data should be secured
while transferring from receptor to sender or sender to
receptor. The techniques are SSL (Secure Socket Layer)
and PGP (Pretty Good Privacy). SSL is primary used for
web to secure the data while transferring between the web
server and browser. PGP is mainly used for the electronic-
mail systems.

It is observed that one of the biggest problems is how
to execute queries efficiently at the cloud resident un-
trusted server while maintaining data security as a result
of doing operations on data, data converts into plaintext at
database then get a chance to unauthorised user can easily
gain access.

Un-Trusted Servers

For providing confidentiality cloud offers most secure
symmetric and asymmetric algorithms with large key size
that is unable to be broken by unauthorised users. Users
trust and store their sensitive data without bothering of
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confidentiality. If server operator or administrator is
compromised then there is no use of data to be encrypted
because security level keys are held by administrator for
verification of authorised users. Databases are maintained
by administrators; obviously users trust the administrators
and store their sensitive data in the encrypted format
against the face of adversaries. What could happen when
the administrators are compromised? Obviously the
confidentiality is lost.

Figure 3: Curious Database Administrator
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consistency (Mazi eres & Shasha, 2002a), and, assuming
digital signatures and a collision-resistant hash function,
proven SUNDR'’s protocol achieves it (Mazi'eres &
Shasha, 2002b). SUNDR server consists of two types
of programs to handle data — (1) blocks of data and (2)
state (small amount of data). Drawback of this protocol
is only detects attacks not to resolve, does not yet offers
confidentiality to sensitive data.

Figure 4: Architecture of DBaaS
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Database-as-a-Service (DBaaS) is one of the secure cloud
service launched by relational cloud. A DBaaS promises
to move much of the operational burden of provisioning,
configuration, scaling, performance tuning, backup,
privacy, and access control from the database users to
the service operator, offering lower overall costs to users
(Curinoetal., 2011). Principles and implementation status
of DBaaS have been built at MIT (http://relationalcloud.
com). This system succeeds in efficient multi-tenancy,
elastic scalability but fail to database privacy without
cryptdb. Efficient multi-tenancy is achieved by DB-
in-VM and elastic scalability is achieved by support of
scale-out.

SUNDR (Li et al., 2004) is a network file system used
to store data securely at un-trusted server by using
fork consistency in the face of a malicious server. Fork
consistency guarantees the sensitive data of users to be
secured at malicious server site owing that security level
maintained by client rather than server. The user generates
pair of signature keys private and public. Public keys are
managed by server at .sundr.users lists with more flexible
certificate schemes and private keys are maintained
by client security layer. To extract a file user must pass
public key as a command to the client, client detects
authorised or unauthorised users. If the user is authorised
fetch reflects correctly with the property of fetch-modify
consistency otherwise it violates fork consistency which
means cryptography is in trouble. Formally specified fork
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Confidentiality can be achieved through encrypted storage,
a widely studied problem (Blaze, 1993; Goh et al., 2003;
Kallahalla et al., 2003; Wright et al., 2003). Security
algorithms (Arora et al., 2012), shown in Figure 5, can
be categorised into symmetric algorithms and asymmetric
algorithms. A key is shared among sender and receptor
to encrypt the plaintext into cipher text and decrypt the
cipher text into plaintext known as symmetric key or
single key or common key or shared key. Symmetric key
algorithms are DES (Data Encryption Standard), AES
(Advanced Encryption Standard), RC2, Blow-fish, RC4,
IDEA; Two-fish algorithms are depends on single key
encryptions (Goldreich, 2001; Agrawal et al., 2004).
Other algorithms include RSA, Diffie-Hellman, ECC
which are based on key management techniques where
the receiver’s public key is used to encrypt the sensitive
text and receiver’s private key is used to decrypt the
sensitive text. This technique is called as asymmetric key
algorithm or two keys or secret key. These entire security
prototypes involve generation of keys to encrypt the



sensitive text and decrypt the original message. Cipher
text is sent through the network instead original text there
is less chance of leaking the original message and other
attacks are moderately prevented. Since this encryption
revolves around keys for encryption and decryption, in
order to decrypt the encrypted message by the receiver
he must know the private/secret key which the sender has
to send besides the cipher message. Simply one cannot
send the key along with cipher text as attackers can easily
decode it. Here, key exchange comes in play to exchange
these secret keys in unreadable format which the attacker
cannot understand (only the sender and receiver can
understand). Key exchange algorithms are only meant
for exchanging the keys among sender and receiver. Such
algorithms are Diffie-Hellman, German Army Enigma,
and Key Wrap etc.

Figure 5: Encryption and Decryption Scheme
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SPORC (Feldman et al., 2010) and Depot (Mahajan et
al., 2010) extend SUNDR’s design to build applications
on top of an encrypted server. For example, SPORC
uses operational transforms and fork* consistency to
automatic recovery from the errors. SPORC’s server
concentrates on encrypted data and client server detects
any divergence from operation like adding, modifying,
dropping, or reordering. If any divergence is found it is
recovered. SPORC allows concurrent, low-latency editing
of shared state, permits disconnected operation, and
supports dynamic access control even in the presence of
concurrency (Feldmanetal.,2011). It gives confidentiality
and security assurance to the user’s cryptographic keys
neither to compromise administrators nor software attacks
and also its application logic is embedded into the client
other than runtime.

Depot allows buggy or malicious clients and servers but
provides protection and corrects them by using Fork-
Join-Causal consistency (FJC). Fork-based techniques
(Kallahalla et al., 2003; Wright et al., 2003; Arora et al.,
2012; Goldreich, 2001)provide safety in the absence of
trust on server, servers may copout if the server is not
reachable and clients in block state.
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Secure Computation

Every organisation is adopting the services of cloud and
getting benefited but remains worried about confidentiality
because sensitive data are placed in the cloud, which
is accessible to everyone including administrator.
Technology has improved and data are protected from
outsiders but what if administrator comprises. SUNDR is
used to identify the malicious data but does not resolve
the problem of attacking adversaries. CryptDB provides
confidentiality from administrator by encrypting database
and requested queries are executed over encrypted data
without decrypting the data at administrator’s end.
However, many important applications process SQL
queries over large quantities of data. If computation
data are small then only trusted system is required, but
if computed data are large then trusted system is not
sufficient, so a trusted server is needed. CryptDB provides
a separate trusted server named as Proxy server for
computing the operations for large or small scale of data.
It also acts as an interface between client and database.

Figure 6: Architecture of CryptDB
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Architecture of CryptDB includes application server,
proxy server, and database server. Application server
receives queries from users and forwards to proxy server.
Proxy server has the responsibility to provide the high
confidentiality on data by encrypting and executing
queries over encrypted data. Proxy server encrypts
the query and sends to database server. Proxy server
maintains secret bunch of keys called master keys about
database schema and encryption keys of all columns of
database. Proxy server has the capability to decrypt the
data and exhibit the data to database server in the form
of anonymized schema and encrypted data. Database
server computes the queries without decrypting the data,
transfers the encrypted result to proxy server. Proxy
server decrypts the result and produces result to user. Plan
executor executes encrypted queries same as plaintext.
No extra effort is required but some of the operators like
Selection, Projection, Joins, Aggregation, and Ordering
require user defined functions to execute. This whole
process reduces leakage of sensitive information by
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executing SQL queries over encrypted data.

To execute queries over encrypted data, CryptDB points
three ideas:

1. SQL Aware Encryption Strategy
2. Adjustable Query Based Encryption
3. Chain Encryption Keys to User Password

SQL aware encryption strategy uses the onion encryption
technique to provide more confidentiality on the data
against administrator and adversary. Onion encryption
technique use different algorithms like RND, DET, OPE,
HOM, JOIN, SEARCH. These algorithms are used for
different operations.

Random (RND) algorithm is a secure algorithm, which
provides maximum security. It uses different keys to
encrypt similar plaintext, e.g Alice and Alice produce
different cipher text even though they are same plaintext
because RND uses different keys to encrypt. To get
different result RND uses AES in CBC mode or Blowfish
in CBC mode with IV. It is used to store information
in a secure fashion not for perform any computation or
operation.

Deterministic (DET) algorithm provides similar encrypted
result for same plaintext still provides strong security and
may be leaked because of same encrypted data value.
This algorithm is mainly used for equality check.

e.g. select* from student where student_name="ALICE’

Plain Text
Roll Number | Student_name | Subject Result
1 ALICE Networking | Pass
1 ALICE Database Fail
1 ALICE Security Pass
2 BOB Networking | Pass
Cipher Text
Roll_Number | Student_name | Subject Result
Axdl qwaqwer sdda fghgf
Axdl gwaqwer hjkhj rtuyy
Axdl qwaqwer guiu fghgf
TTRY qwaqwes sdda fghgf

Order Preserving Encryption (OPE) algorithm is used to
maintain the order. It performs computation on encrypted
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data but is weaker than DET owing that maintaining its
order curses this algorithm because it reveals the order.

Homomorphic encryption (HOM) serves some arithmetic
operations like addition and multiplications. If execution
is performed on encrypted data of two variables to get
the result as sum then this algorithm effectuates as the
product of two variables in support of paillier technique
i.e., HOMK(x) -HOMK(y) = HOMK(x+y)

Adjustable Query Based Encryption is used to decide on
the bases of query type which algorithm is to be used.
Onion technique provides strong security over column
by column by providing different encryption keys. Proxy
server analyzes the computation on a column and decides
the suitable onion layer. Onion encryption is done by
proxy server and decryption is done by database server.
Joining of two columns with different keys is difficult
because joining of two tables need same column name
but onion encryption uses different keys for encryption.
To reduce this mishap, a new technique is launched i.e.,
JOIN-ADJ. It is performed on two encrypted columns
even though the columns encrypted with different keys
and one column key is made equal to another column key
using hashing technique.

Without using Homomorphic and Join it is difficult to
perform addition and order comparisons. It is because
different columns encrypt different keys and thus cannot
perform addition or order comparison between values
from two different columns.

Chain Encryption Keys to User Password issues key
for each column as discussed above. Encryption is done
column by column by applying different onion layers
and is transformed into cipher text without any keys. To
provide strong security to these encrypted columns this
idea produces keys to each column with user’s password.

All public or private keys of users are maintained by proxy
server but onion layer encryption keys are maintained by
database server. Database only has the right to decrypt the
onion layer encryption. So proxy does not have chance
to enter into database nor does database have a chance to
reveal the data.

Execution Process of CryptDB

Query processes method of CryptDB:



1. User issues a query, which is intercepted by interme-
diate server and re-writes the query in an encrypted
form using a ‘Key’.

2. The proxy server issues update command instead of

issuing keys to call appropriate UDFs from DBMS
server.

3. DBMS server receives updated command and ad-
justs the onion layer based on query demands and
executes.

4. Result transfers to intermediate server in an encrypt-
ed format.

5. Intermediate server decrypts the result and returns
plain text to the user.

Figure 7: CryptDB Initailisation

student@student: ~ ]

File Edit View Search Terminal Help

student@student :~$ su

Fassword :

roct@student :/home/student# cd cryptdb

root@student : /heme/student/cryptdbd# obj/main/cdb_test ./shadow cryptdbtest
140206 20:49:32 InnoD8: The InnoDB memory heap is disabled

140206 20:49:32 InnoDB: Mutexes and rw_locks use GCC atomic builtins
140206 20:49:32 InnoDB: Compressed tables use zlib 1.2.7

140206 26:459:32 InnoDB: Using Linux native AIO

140206 20:49:32 InnoDB: Initializing buffer pool, size = 128.GM

L40206 20:49:32 InnoDB: Completed initialization of buffer pool

40206 20:49:32 InnoDB: highest supported file format is Barracuda.
[nnoDB: The log sequance number in ibdats files does not match

[nnoDB: the log sequence number in the ib logfiles!

140206 20:49:32 InnoDB: Database was net shut down normally!

[nnoDB: Starting crash recovery,

[nnoDB: Reading tablespace information from the .ibd files. ..

[nnoDB: Restoring possible half-written data pages from the doublewrite
[nnoDE: buffer...

L46206 20:49:32 InnoDB: Waiting for the background threads to start

Cryptoa=¢ ] £

In order to launch the CryptDB, the user needs to login into
the system as the root user by using his root password (i.e.,
by logging in as sudo user). The user needs to enter into
the directory where the downloaded CryptDB is located,
by cd cryptdb command. Figure 5 shows the downloaded
software is in student directory and the command “obj/
main/cdb_test” initialises the CryptDB and the second
half of command ““./shadow cryptdbtest” creates a new
database in the mysql. Therefore the CryptDB is now
ready to setup.

After successful installation of CryptDB we have created
‘emp’ table and inserted the columns ‘eno’ of number
type and ‘ename’ of varchar type. When a query such as
SELECT * FROM emp; is issued, it returns the encrypted
query and equivalent result of that query, as shown in
Figure 6. Only CryptDB users are able to visualise the
encrypted and decrypted results whereas, the normal
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Database Administrator (DBA) can visualise only the
encrypted data. When he attempts to access the emp
table from MYSQL, CryptDB prevents him accessing the
decrypted results.

Figure 8: Creating and Selecting a ‘Emp’

Table from CryptDB
student@student: x
File Edit View Search Terminal Help
B
Crypton= EERNRIRICINCI
UERY: select “cryptdbtest’ . table_GAJPCCNAHC® . YDIZMQBVGIODET', cryptdbtest” . t
lable_GAJPCCNAHC® . VVIWINEQICEDET® from “cryptdbtest’ . table GAJPCCNAHC®
RESULTS:
DIZMQBVGIODET WWIWINEOICODET
[4009477269421523626 ' | B[S0 o FRE GEHG6G6EE
185746567282463226 ‘S\nbEh
[ 66 -GRECHS #[THOEERE] 76k’
185746567282463226 'S\l 1
[ 66 -GERECHS2TROB[RE] 766"
RESULTS:
leno empname
B35 ‘ravi'
15 ‘raju’
15 ‘raju’
Cryptoe=# | y
Figure 9:  Illegal Access of the Emp Table Data by

DBA Using MYSQL

student@student: ~ x

File Edit View Search Terminal Help

student@student :~% mysql -u root -p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.
Wour MySQL connection id is 41

Berver version: 5.5.35-0+wheezyl (Debian)

Copyright (c) 2668, 2813, Oracle and/or its affiliates. All rights reserved.

Pracle is a registered trademark of Oracle Corperation and/or its
pffiliates. Other names may be trademarks of their respective
pwners.

Type 'help;:' or '\h' for help. Typa '\c¢' to clear the current input statement.

mysql> use cryptdbtest
Reading table information for completion of table and column names
Vou can turn off this feature to get a quicker startup with -A

Patabase changed

mysgl> select * from emp;

FRROR 1146 (42582): Table 'cryptdbtest.emp’ doasn't exist
mysql=

In order to guess the encrypted name of the ‘emp’ table
by DBA, he can call any of the DET (Blaze, 1993)
encryption method. Let us suppose that the ‘emp’ table
is encrypted using AES encryption algorithm, one of the
DET (deterministic) methods.

Select * from AES (emp);

Which requires a symmetric key , which can be generated
through a Key Generator() (Goh et al., 2003). One cannot
assure that the key generated in CryptDB is same as the
key generated by the DBA manually, but there is a chance
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of getting same key, by which the DBA can know the
encrypted name of ‘emp’ table (Kallahalla et al., 2003).
Suppose the DBA or attacker successfully knows the
encrypted name of the ‘emp’ table, and if he issues a
query from MYSQL, he encounters only cipher text, as
shown in Figure 7, and plaintext is hidden from him. Thus
the private data is secured even though the DBA knows
the encrypted names.

Figure 10: Results Displayed to the Illegal User

| YDIZMQBVGIoDET

| VIXETEYAMGQOPE

| MLESHFILMGOAGG

7 LHHG a
62 GBGTBGS (1]
B8 & GOGREE ERED : 65606  ~Gho00h . 6066666 1
Ego:6plfBO6 | 16+ : HOTDIRTE  Sobes
x

L

118 626 8666 6o IR
_L66) [RE0666[R$ 26655

| 1S 1743333819448 | [S[]+81 66386« IEIRGE666S | 20
16636164191666645 | 6795219663841315775 |
I 5746567282463226 | 12084870136679208859 | G06Y/1[[BE006 Te667 FROMGEEE B
B8 LOBSBECG R SO0 VB IBIBE | O
Bagwdy ! 6885 [LBVE
GO Gl 05 TRO[[BGGO

6 G666 | & GEGGE (R S 3 66 S666TEE066-6 6ot 666 6
3

Above results and all the techniques of CryptDB serve
confidentiality for those users’ data who are logged out
but not who are logged in because users execute query and
get their results from proxy in plaintext not in encrypted
format. Here malicious users and adversaries get a chance
to attack and loose the confidentiality.

Tunneling

Using tunneling protocol, user can securely retrieve
the plaintext result from intermediate server instead of
providing some encryption techniques. This reduces cost
for encryption and improves the protection to the plaintext.
Tunneling refers to encrypting or wrapping the plaintext
at the time of connection at source and decrypting at the
destination. Secure movement of sensitive plaintext from
one point to another point through a process is called
encapsulation. The encapsulation methodology takes into
account information parcels to show up as if they are of an
open nature to an open system when they are really private
information bundles, permitting them to pass unnoticed.
It includes repackaging the movement information into an
alternate structure, maybe with encryption as standard. A
third utilise, or abuse, is to shroud the way of the activity
that goes through the tunnel.
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Figure 11: CryptDB with Tunneling
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To make tunneling in the middle of server, the client must
be designed to execute the same tunneling protocol.

Clients <ﬁ)

Tunnel

Conclusion

CyptDB provides security to the sensitive data when the
user logs out but while accessing the data it may lose
confidentiality. To improve the confidentiality, tunneling
protocol is used in this paper and to identify the attacks,
Scyther tool is used with CryptDB in the proposed system.
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