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Remote Integrity Verification for Multiple Data
Copies in Cloud Environments: A Comparative
Analysis and Open Research Issues

Abstract

Every hour many organizations generate terabytes of
data, and that may exceed their storage ability. Storing
and manipulating such big data is a costly process.That
is why outsourcing data storage to remote cloud service
providers (CSPs) is currently a preferred storage model
to mitigate the burden of local data storage. To achieve
a higher level of scalability, availability and durability,
some clients ask the CSP to maintain multiple copies
of their outsourced data on multiple data centers. In
such a case, the clients will be charged more fees. The
cloud customers want to make sure that the CSP is
not cheating by storing fewer number of data copies.
Moreover, all these copies should be consistent with
the most recent modifications issued by the clients. The
problem of provable data possession (PDP) for multiple
data copies has been investigated by many researchers.
In this paper, we review the concept of PDP and provide
an extensive survey for different provable multi-copy
data possession (PMDP) schemes. Moreover, the paper
discusses the design principles for various PMDP
constructions, highlights some limitations, and present
a comparative analysis for numerous PMDP models.
In this paper, we focus on two sets on PMDP schemes:
protocols for static data, and schemes for dynamic
data. The paper also addresses the concept of proof of
retrievability, which is a complementary approach to
PDP. Furthermore, we highlight some open research
issues that need to be investigated and tackled to
achieve the wide acceptance and usage of outsourcing
data storage.
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l. Introduction

In cloud computing (CC) model, many distributed
computers in different geographic locations are
interconnected to provide resources. These resources
include (but not limited to) storage space, computing
power, memory, applications, services and network
bandwidth. The resources will be provisioned and de-
provisioned to customers according to their needs.
According to [1], the CC services come in different
forms: SaaS (Software as a Service), PaaS (Platform as
a Service), and laaS (Infrastructure as a Service). The
SaaS is the widely used model of CC services, where
it provides software applications to the users over the
internet. Google Docs, Google Calendar, and Zoho Writer
are examples of SaaS model. PaaS provides operating
system, frameworks, and libraries that support clients’
applications. Using laaS model, customers can rent and
use the provider’s resources. Therefore, the clients can
install any applications including operating systems.

A number of key benefits can be gained by adopting the
CC technology. For example, this model of information
technology (IT) architecture enables customer to avoid
capital expenditure on hardware, software and services
by allowing them to share the resources with other
clients and paying only for their actual usage. Also, this
model of computation enables clients to use so many
online applications and mitigate the management burden.
Moreover, CC provides cut-price maintenance cost by
outsourcing the storage and the computation. Another key
advantage of CC model is the ability of horizontal and
vertical scaling. Also, cloud computing provides more
mobility where customers can access information from
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any part of the world. CC also enables organizations to
outsource huge amount of data to remote sites, and they
are no longer worried about constant server updates and
other computing issues [2]

More and more customers and organizations are opting for
outsourcing data to CSPs to alleviate the burden of local
data storage and maintenance. In addition, outsourcing
the data storage enables many authorized users to access
the data from different geographic locations, which is
more convenient for them. It has been indicated that IT
outsourcing has been moving forward by about 80% as
companies are now giving more attention to their core
businesses other than technology-related stuff [3].

On the other side, outsourcing data storage to remote
servers (which may not be fully trusted) can raise new
concerns related to the privacy and the integrity of the
data. Data encryption techniques can be used to release
the privacy concerns. Thus, it is a crucial demand of
customers to have a strong evidence that the CPS still
store the data intact (i.e., the data is not being tempered
with or partially deleted over time)

It is clear that the integrity of outsourced data over the
cloud is at risk due to different reasons: (i) to stay in
business, it is not common for the CSP to announce any
data corruption, (ii) a CSP might not store all the data in
fast storage (i.e., place it on CDs or other offline media)
or even delete some of the data that is rarely accessed
to reduce the used storage space and make more money;
and (iii) the cloud infrastructure is a an attractive target
for many attacks. Examples of security breaches of cloud
services appear from time to time [4, 5]. In short, although
there are economic benefits for outsourcing data storage
to CSP, there is no guarantee of data integrity (i.e., data
completeness and correctness). If we are not able to find
proper solutions to this problem, the acceptance of cloud
technology will be at risk.

Efficient verification of the integrity of outsourced data
becomes a formidable challenge because the traditional
techniques (based on cryptographic hashing and signature
schemes) are not applicable. These traditional technigques
require to have a local copy of the outsourced data, and it
is impractical to download all the stored data to perform
integrity validation. Thus, a crucial requirement for
cloud customers is to have efficient techniques to verify
the integrity of their outsourced data with minimum
computation, communication, and storage overhead.

To achieve a higher level of scalability, availability and
durability, some clients ask the CSP to maintain multiple
copies of their outsourced data on multiple data centers.
In such a case, the clients will be charged more fees.
Therefore, the cloud customers want an evidence that
they pay for a real service, i.e., the CSP is not cheating
by storing fewer number of data copies. Moreover, all
these copies should be consistent with the most recent
modifications issued by the clients. The problem of
provable data possession (PDP) for multiple data copies
has been investigated by many researchers.

This paper reviews the basic concepts of PDP and
provide an extensive survey for different provable multi-
copy data possession (PMDP) schemes. In addition, the
paper discusses the design principles for various PMDP
constructions, highlights some limitations, and present a
comparative analysis for numerous PMDP models. We
classify the PMDP schemes according to the nature of the
outsourced data: static data and dynamic data. The Proof
of retrievability (POR) is an integral part for PDP, and
will be highlighted throughout the paper.

Main contributions. Our contributions can be

summarized as follows:

* Provide an extensive survey for the domain of out-
sourcing replicated data to cloud servers, investigate
the design principles for various PMDP schemes,
and highlights some limitations

* Classify PMDP constructions according to the ar-
chitectural design and the nature of outsourced data

* Present a comparative analysis for numerous PMDP
models and discuss some open research issues

Paper organization. The remainder of the paper is
organized as follow. The basic concepts of PDP and
PMDP are presented in Section Il. Section Il provides
different PMDP schemes. The comparative analysis is
shown in Section V. Section V highlights the concept of
POR. Concluding remarks and open research issues are
given in Section VI.

Il. Provable Data Possession
In this section, we describe the basic concepts of PDP and

PMDP, and provide the dimensions of our classification
of PMDP schemes.
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A. Basic Concepts

PDP has been proposed as a mechanism to audit data
over remote sites. A PDP model has been formalized by
Ateniese et al. [6]. According to that model, the data file is
fragmented into blocks and each block will be associated
with a block tag generated by the owner. These tags
will be combined later with the data blocks to proof the
integrity of outsourced data. The data file along with the
tags will be sent to be stored by the remote servers (the
owner may delete its local copy of the file and the tags).
To proof that the outsourced data are not corrupted, the
verifier (which may be the data owner or another trusted
third party) challenges some random data blocks and the
remote servers compute a response based on these blocks
and their tags. References [6-14] are examples of different
PDP schemes. The schemes proposed in [6-14] did not
consider multiple replica of the outsourced file, their main
focus was on a single data copy.

Taking multiple copies of the data file helps to achieve a
higher degree of availability. This is a normal procedure
when we are preparing an important report (we save more
than one copy on different locations) to recover from any
loss. Replicating data files is also a normal procedure
for organizations/governments/universities to achieve a
higher level of availability. In CC system model, the CSP
is replicating the data across multiple servers in exchange
for some pre-specified fees paid by the customers. Thus,
the clients need an evidence that they get a real service
for what they are paying for (i.e., they need a poof that
the CSP is not cheating by storing a fewer number of data
copies). In addition, these data copies should be complete
and intact. In other words, customers need to make sure
that they are getting the service they are paying for.

Customers may ask the CSP to keep more copies for some
kind of data that will be accessed by many authorized users
over the world. The CSPs formulate their pricing model
according to the replication strategy. As an example,
Amazon provides two data storage standards: Amazon S3
and Amazon RRS (Reduced Redundancy Storage) [15].
With RRS policy, a fewer number of copies are stored
to reduce the storage bill. As a consequence, the Amazon
S3 prices are higher than that of the RRS. Unfortunately,
the CSP can cheat and not store all data copies that have
been agreed upon to save the cloud storage space. Thus,
the clients need a technique to detect such a misbehavior
from the CSP (in case it occurs). Many researchers have
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devoted their work to propose and develop schemes that
can guarantee data integrity for multiple copies over
remote servers.

B. Our Classification

In this sub-section we classify PMDP schemes according
to the nature of outsourced data. Many PMDP schemes
consider static data, which are not subject to frequent
changes as the case in digital libraries. Such data are
subject to infrequent change, so they are treated as static.
Other PMDP protocols handle dynamic behavior of data.
Each PMDP scheme has its own design principles: some
schemes are based on the encryption techniques, some are
based the RSA model, some are based on bilinear pairing,
some are based on hashing techniques, and others are
based on authenticated data structures. Figure 1 outlines
our classification for different PMDP models.

[ PMDP Schemes ]

Static Data

Dynamic Data

Encryption-Based ] Map-Version

Table-Based

RSA-Based ]

i

Pairing-Based ] Hash-Based

Probabilistic

Encryption-
Based

Fig. 1. Classification of PMDP Schemes

Ill. Provable Multi-Copy Data Possession

In cloud computing storage models, some customers want
to achieve a higher level of scalability and availability for
their data, so they ask the CSP to keep more copies across
multiple servers. In such a case, the clients will be charged
more fees. Thus, the clients need an evidence that the CSP
is not cheating by storing a fewer number of copies and
that clients are paying for real services.

In this section, we address PMDP schemes for multiple
copies of szatic data, and PMDP constructions for multiple
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copies of dynamic data. The main design principle for
a provable multi-copy data possession protocol is to
create distinct copies. If the outsourced copies are not
differentiable (i.e., they are just identical images of the
original data file), the CSP can just keep one image/copy
and pretend that all copies have been stored.

A. Provable Multi-Copy STATIC Data Possession

Encryption-based Scheme

Barsoum ez al. [16] presented a Basic Multi-Copy Provable
Data Possession (BMC-PDP) scheme. In their scheme,
Barsoum et al. [16] used an encryption scheme with n
distinct encryption keys to generate n data copies that
are not identical (changing the key with each encryption
creates a new data copy). The used encryption keys will be
kept secret from the CSP. Hence, the cloud servers could
not cheat by using one copy to answer the challenges for
another. The basic scheme proposed in [16] can detect if
the CSP is not storing all the n copies by verifying each
stored copy on remote servers. Although the BMC-PDP
scheme is a workable solution, it is impractical and has
the following critical drawbacks:

* The BMC-PDP scheme is equivalent to applying
any PDP schemes to n different files. Thus, the
computation and communication complexities of
the verification process grow linearly with the num-
ber of data copies

* Key management is a critical problem with the
BMC-PDP scheme. The used n encryption keys will
be known to (shared with) users who are authorized
to access the outsourced data, but will be kept secret
from the CSP. Moreover, it is common that when the
user sends a data access request, he may receive a
different copy with each request (i.e., the same copy
will not be retrieved each time to the same user). In
typical cloud storage model, data copies are stored
on more than one server and the server with the
lightest load will respond to the user’s request and
retrieve the data copy. Thus, for the authorized user
to be able to decrypt the received copy and access
the plain data, there should be a flag about which de-
cryption key should be used (i.e., the retrieved copy
should indicate its decryption key).

RSA-based Scheme

The first multiple-replica provable data possession (MR-
PDP) scheme was proposed by Curtmola er al.[17] to

create multiple copies of an owner’s file and audit them.
In case of corruption/failure of some outsourced copies,
other copies stored on other server can be used for data
recovery, and thus the MR-PDP model can help to achieve
a higher level of availability. The single-copy PDP model
of [6] is the basis for the MR-PDP scheme of [17].
According to the scheme of [17], distinct data copies are
created by first encrypting the file using one key, then use
different randomness generated from a pseudo-random
function to mask the encrypted file copy (n times)

Initially, a file F is fragmented into m blocks. The owner
encrypts F using a key K to obtain an encrypted version
F={b, }Ejgm , Where b; = Ex (bfl' ThAe owner generates n
distinct copies {F;'}]sl.sn , where F; = {bij}lstm by =bj+r;

(added as large integers in Z),

r; = [ (il j), and £, is a pseudo-random function keyed
with a secret key x. Figure 2 gives a summary of the MR-
PDP scheme.

Remark. The cloud storage model in the MR-PDP scheme
[17] had a missing link, which is the link between the
CSP and the users who have the right to access outsourced
owner’s file (authorized uses). When an authorized user
wants to access the outsourced data, he will interact with
the CSP to retrieve one of copies stored by the cloud
servers.

Before decrypting the received copy, it needs to be
unmasked (subtracting the random value ry), thus the
authorized user needs to know the copy number i.

The CSP just retrieves the data copy and not the copy
number, and thus the authorized user will not be able
to properly decrypt it. Even if the data owner made a
copy number i as a prefix to the outsourced copy (i.e.,
outsourcing) (i || j::.) , this will not help the authorized user
to properly decrypt the received copy; the CSP can simply
mess up with these numbers.

Private verifiability (i.e., only the data owner can check
data integrity/possession) is only supported by the MR-
PDP scheme. Public verifiability is a main requirement
for remote data auditing models to achieve mutual
trust between the owner and the CSP. Performing the
verification process through a trusted third party can help
to achieve such mutual trust between the owner and the
CSP. In Figure 2, to compute the value r, =, ZAFZJ- the
verifier needs a subset of the random values {IJ’;}. The
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random values {r;;} are not public parameters, otherwise  only one data copy. That is why the MR-PDP scheme of
the CSP can compromise the storage system and keep  [17] can support only private verifiability.

Setup

— Generate p&q(prime numbers) and compute N = pq (RSA modulus)

— gis a generatorofQR, (QR,is the set of quadratic residues modulo N)

— public key pk = (N, g, e), secret key sk = (d,v,x),v,x €Eg Zy ,anded = 1 mod (p — 1) (¢ — 1)

— 1, IS a pseudo-random permutation keyed with a key «, f,. is a pseudo-random function keyed with the secret
keyx, and H is a hash function (H: 0,1 * — QR,)

—File F = {b;j}1<j<m, and Egis an encryption algorithm under a key K

Data Owner

— Encrypts the data file F under the key K to obtain an encrypted versionF = b; . where b; = Ex(b)).

15j<
d
— Uses the encrypted version Fto create a set of tags T; 1<j<mfor all copies:T; = H(v|j . g% modN

— Generates n distinct copies F, =b
fori =1 to ndo
forj =1 to mdo

1. Computes a random value 7;; = f,.(i]l))

2. Computes the replica’s blockb;; = b; + 7;; (addition in Z)

1<i<n’ F, ij 15jsmutlllzmg random masking:

— Sends the copy F, to a serverS;,i:1 - n

Checking possession of a replica F,
OwnerRemote Server S.

1. Picks a key k for the function m, ¢ (# of blocks to be challenged),
andg; = g°mod N (s €, Zy

2. Computes a set A of random indices:
A=j =m | 1q<

3. Computes T = je,4 Tjmod N

T.p 4. Computes p = g, /€4%zimod N

A

5.Computes A = j = m | 1<

T ?
6. Checks (m . gTChal)S =p, where Tchal =  jealzj

Fig. 2. The PB-PMDP Scheme by Barsoum et al. [18, 38]
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Pairing-based Scheme

Barsoum et al. [18, 38] have studied the problem of
verifying multi-copy of outsourced data file on remote
servers.  They proposed a pairing-based provable
multi-copy data possession (PB-PMDP) scheme. Their
scheme supports public verifiability and considers
the communications between authorized users and
cloud servers. In a strong encryption model, if only 1
bit changes in the input data the output cipher will be
completely changed (diffusion feature). Using this feature
the PB-PMDP scheme generates differentiable data

copies. The data owner generates n distinct copies [ =
{F} ... - Thefile copy . is created by prepending a copy
index_i_to the file F, then applying encryption under E,
i.e., F,=E(i||F). The PB-PMDP scheme divide the file
copy F into m blocks and each block is fragmented into
s sectors. Thus, £, ={b,, }, where i:1—>n,j:1— m, k: 1
—s,and j ¢ Z, for some large prime p. The PB-PMDP
scheme [1é] utilizes the BLS HLAs [19]. The PB-PMDP

scheme is presented in Figure 3.

Remark. In the PB-PMDP scheme (to efficiently reduce
the storage and communication overheads), the authors
proposed that the owner aggregates the tags oy o; =
[T740; €G, . Thus, the PB-PMDP scheme proposed in [18,
38] requires cloud servers to store only m tags for the files
copies F (not mn tags). The owner sends { F,®, ID;. } to

the remote servers (@ ={o; } <jem )

Barsoum et al. [18, 38] performed fine tuning on their
scheme to be able to identify data copies that have been
corrupted (if any).There is no aggregation for the block
tags, ie, ®={o;}.i:1>nand j:1->m. The CSP
computes a response u={u; }(i:1—>nk:1—s), and

o= H [H,n 10 ]rj € G, . The verifier receives a
proof P {o- u}, and validates P using the verification
equation (step 6 of Figure 3). If the verification fails, the
verifier requires the CSPtorespondby o ={0;},..., ,where
o;= H (. r)eQGy € G, . Thus, the verifier has two lists
olist = {o,}1<i<n and uList={uy }(i:1=>nk:1-5s)
By applying binary search technique, the verifier will be
able to identify indices of corrupted copies.

B. Provable Multi-Copy DYNAMIC Data
Possession

In this subsection, we address PDP constructions that
handle multiple copies of dynamic data over cloud servers.

Dynamic data means that the owner issues requests to
update/delete/add some blocks to the outsourced copies.
The owner needs to make sure that all copies are consistent
with the most recent modification requests that have been
issued.

Map-Version Table-based Scheme

Barsoum et al.[21] proposed a map-based provable multi-
copy dynamic data possession (MB-PMDDP) scheme to
enable the data owner to detect any cheating from the CSP
side (i.e., if the CSP stores a fewer number of data copies
or if the copies are not up-to-date).A map-version table (a
linked list of nodes of three integers) is a core component
of the MB-PMDDP scheme.

The map-version table (MVT) is not outsourced with the
file copies (i.e., it is locally stored by the verifier). The
MVT is used during the verification process to validate
the completeness and consistency of all file copies. The
MVT is implemented as a linked list of nodes, where
each node contains 3 integers: SN (serial number), BN
(block number), and BV (block version). The SN is used
to indicate the block position. The BN is used to make
logical numbering/indexing to the file blocks. The SN and
BN represent a mapping from physical index to logical
index. The BV is used to indicate the current version of
the data blocks. The BV is initialized to 1 for each block,
and will be increment by 1 if the block has been updated.

Figure 4 presents how the MVT is changing with the
dynamic operations on file copies F of a file F = {bihi<iss

- Initially (Figure 4a), SN;= BN;, and BV;=1: 1<j<8.In
Figure 4b, BV53'— is mcremented by 1 due to modifying
the block at index 5 for all copies. Figure 4c shows that
a new table entry <4, 9, 1> has been inserted in the MVT
after SN, due to inserting a new data block after position
3 in the file copies [F . In the table entry <4, 9, 1>, the first
parameter indicates the physical index of the new block,
the second parameter is the logical block index (computed
as MAX (BN) + 1), and the third parameter is the block
version. Figure 4d shows the changes in the MVT due to
deleting b, (the entry at index 2 will be deleted).

n [21], for a file F = {b;, b,, ... by}, the data owner
generates n distinct copies F= {151,152, £} where
a copy ﬁ:{l}..} . The block b, = E(i||b;).

divided into s sectors { } Thus, the file

ij1> 'J2" " lJY

copy F={b, }i:1>n, j:1—>mandk1-s), Where
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each sector Bl.jk €Z, for some large prime p.
A tag oy is generated and associated with each

: s b\
o iy, =10 ) T <
G,(i:1>n, j:1—>m,and kl —> ). In order to lower
the storage overhead on cloud servers and reduce the
communication cost, the owner computes an aggregated

tag o; for the blocks having the same index in each copy

F as 0, =[1;-0; €G; . The dynamic operations in the
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MB-PMDDP scheme [21]are performed at the block level
via a request in the general form (IDF,BlockOp,j,{bi* Y=
i <ny 07%), Where IDg is the file identifier and BlockOp
corresponds to BM (block modification), Bl (block
insertion), or BD (block deletion). The parameter j
indicates the position of the block to be modified, {b; }
(1gi<n) are the new block values for all file copies, and,
o; is the new aggregated tag for the new blocks. Figure
5 shows the procedure of the verification process of the
MB-PMDDP scheme [21].

Setup
— F|Ie F = {bj}lstm

G, (U, Uy, .., Us) Eg Gy}

— File identifier ID, = Filename||n||m||uq]]| ... ||us

Data Owner

wheres; = [[}L, 0;; € G;.

Challenge Response
VerifierCloud Servers

2. Picks c (# of blocks to be challenged),
and two fresh keys k,; and k,
3. Generates Q = {(j, 1)},

j= ”k1(l)1<=z<=cand{rj} = Pra(D1<zic=c

— A bilinear map é: G, X G, — Gr, g is a generator for G, private key x € Z, , and public key {y = g* €

— Tkey, Pkey are keyed pseudo-random permutation and pseudo-random functions, respectively

— Generate n distinct copies F = {F}, F,, ..., E;}, where F; = Ex(i||F)1<i<n. Each copy is divided into blocks of
sectors. i.e., F; = {b;;}, where by, € Z,(1<j<m,1 <k <s)

— Generate a block tag a;; = (H(ID|l)) - 1'[7c=1uzif")x € G,.
— Generate a set of aggregated block tags ® = {aj}1<j<m for the blocks having the same index in each file copy F;,

— Sends {TF, @, 1D, } to the cloud servers and delete local data copies and block tags

¢ ki k,
" 3.Create Q as done by the verifier
e
4. Computes o = [l e 9; Te@,
5. Computes i = {uy J(i: 1 >n,k:1 > s)
B o,u T} . Bijk € Zp
- (ryeQ

P N im1 M
6. Checks é(a,g) = e([n(j,rj)EQH(IDF”])T}] 'Hi=1uf LHik

Fig. 3. The PB-PMDP scheme by Barsoum et al. [18, 38].
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Hash-based Scheme

Barsoum et al. [21] proposed another scheme - Tree-
Based Provable Multi-Copy Dynamic Data Possession
(TB-PMDDP) — to verify the integrity of multiple
copies of dynamic data based on using Merkle hash
trees (MHTSs), which area binary tree structures used to
efficiently verify the integrity of the data. The MHT is a
tree structure in which the hash values of the data blocks
are stored in the leaf nodes. Figure 6a shows a hash tree
for a file F ={b;};<j <5 @ cryptographic hash function

h is used to compute the hash values for the data blocks.

In the first level, the hash ; = A(b)) (1 <j < 8). At
upper levels i, = h(hy ||h,),hg = h(hs||h,), and so on.
The root hg = h(hg ||hg) is the hash of the root node
that is used to validate the integrity of all data blocks.
The blocks {b;} <<, are outsourced to be stored
on remote sites and /4 is locally stored. To validate
the integrity of the blocks b, and by, the server sends

SN | BN | BV SN | BN | BV SN _| BN | BV SN | BN | BV
1 1 1 1 1 1 1 1 1 1 1 1
2 2 1 2 2 1 2 2 1 2 3 1
3 3 1 3 3 1 3 3 1 3 9 1
1 [ 4 |1 4 [ 4 |1 4 | 9 | 1 4 | 4 |1
5 5 [1 5 [ 5 [ 2 S I . s [ s [ 2
6 6 1 6 6 1 6 5 2 6 6 1
7 7 1 7 7 1 ; g i 7 7 1

8 | 8 1
g | 8 1 8 | 8 1 s !
a) Initiall — (b) Updating block (d) After deleting
(@ Tninally at index 5 = @senblock == ndex?

Fig. 4. Changes in the MVT Due to Different Dynamic Operations on Copies of a File F = {b; }; <j <3,

VerifierClond Servers

4. Generates a PRP ke k, and a PRF key ky
5. Picks ¢ (# of blocks in the challenge vector)
6. Generates @ = {(j.ry)}s

J = maDyaecamid{n} = WD,

[+ il'ip kz

— Mgy . ) is 2 psendo-random pernmtation (PRE): key X {0,1}'8alm] — [, 1}'08aim)
— Wiey (- ) is 8 psendo-random function (PRF): key x {01} - L,

-

= by €
! EIWZM*:- b e T,

4. Uses k,y and ky to generate the set
r
5. Computes o = HU:;J"J‘E;! E i3y
6. Computes pr = {upMi:1 =+ nk:1 = 5)

F 3

5. Checks &g, 3) = 60T, . v HODLMEN 1BV Y] - TR, ubi= #®

Fig. 5. The Verification Procedure of the MB-PMDDP scheme [21]
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, a cryptographic hash function % is used to compute the
hash values for the data blocks.

In the first level, the hash. At upper levels, and so on. The
root is the hash of the root node that is used to validate
the integrity of all data blocks. The blocks are outsourced
to be stored on remote sites and is locally stored. To
validate the integrity of the blocks and, the server sends
back, where the set is used to generate the root of the hash
tree. The verifier regenerate the root hash value using the
received blocks and the authentication paths. The verifier
computes and the verifier compares the authentic root
value (), which is stored locally with the value that is
computed .

The MHT is commonly used to authenticate the values of
the data blocks. In case of dynamic data, both the values
and the positions of the outsourced data blocks are used
to validate the integrity. In order to validate the positions
of the blocks, the leaf nodes of the MHT are considered
to have a specific order, e.g., left-to- rlght sequence [23].
Thus, hiintrenal node) = h(LN ||RN) where LV js the
left node and ;ﬂ is the right node. Note for example that
hy = hih|thy )= h(h:z1lh ) Moreover, there is a specific
order for the nodes in the authentication path.

For the TB-PMDDP scheme [21], two levels of MHTs are
created. In the bottom level a MHT for each data copy is
generated and the root of each tree is used to construct a
MHT in the upper level, which is called a directory MHT.
The leaf nodes of the directory MHT are the root nodes of
the MHTs of the file copies, and thus, the directory MHT
can be used to authenticate the integrity of all file copies
in a hierarchical manner. Figure 6b shows the directory
tree generated for n file copies. The verifier needs to store
only the value * = 2(ID: 110z ). where the first parameter
is the file ID, and "s= is the root value for the directory
MHT.

Probabilistic Encryption-based Scheme

Mukundanet al. [24] proposed a scheme (which we will
refer to as DMR-PDP) that handle dynamic data replicated
on multiple sites. Their scheme is based on utilizing
Paillieren cryption algorithm, which is a probabilistic
encryption model. The Paillier encryption is used to
generate distinct replicas of a file F = {b,.b;. ... 5.1 A
file replica F; is generated as F; = {-1 + N2 (ke ) ‘} i

, Where m is the number of ﬁle blocks, © is the repllca
number, /

is the block index, %: is a random number used
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to identify the replica number, ™. indicates a random
number used for the Paillier encryption algorithm, and &
is the owner public key. The owner generates a tag for
each data block Zias % = (H(F1 27 "1% \yhere I s a hash
function, € is the owner’s private key, and ¥ is a generator

for a bilinear group Z. To modify a data block Ziwith

%, the data owner calculates® % = % ~ %, encrypts

2B ysing Paillier encryption:Z (2 &) = L1 +2 B
and generates a new tag for the modified block % , as
o I

= --I f
G ,k?" U

"Then, the data owner sends to the CSP
E(2 5% and arandom challenge to ensure the integrity
of the modification operation. When the CSP receives
the modification request, all file copies are updated by
Derforminq a homomorphic addition operation, i.e.,
E(hj) = E(bj).E(a b 'onallﬁlecoples

4. Comparative Analysis

In this sub-section we evaluate the performance and
compare the PMDP schemes: MR-PDP scheme [17],
PB-PMDP scheme [18], MB-PMDDP scheme [21], TB-
PMDDP scheme [24], and DMR-PDP scheme [24]. The
MR-PDP and PB-PMDP models consider data that are
subject to infrequent changes (static). In this analysis,
we consider a 128-bit security level for the comparison.
Thus, the used elliptic curve will be over F» (7 is of is of
size 256 bits), * is of size 256 bits, and RSA modulus ¥
is 3072 bits.

The computation costs for the schemes are estimated in
terms of used cryptographic operations: *z (hashing to
=, where = indicates a group of points over a suitable
elllptlc curve in the bilinear pairing), 72z~ (hashing to
@Ry where 8% is a set of quadratic residues modulo
), €z (exponentiation in :') €1, (exponentiation in 311)
Mz (multiplication in :') (multlpllcatlon in %), "
(multiplication inZx), T (lelSlon in %), * —;:(addltlon in
:.:1) z(addition in £), ¥ (bilinear pairing), £ (encryption
using &), D= (decryption using &), & (random-number
generation), and "=+ (cryptographic hashing).

Let™, " and £ denote the number of copies, the number
of blocks per copy, and the number of sectors per block,
respectively. We use the symbols ¢ and ¥/ to indicate the
number of blocks in the challenge vector and the size of
one data copy, respectively. For a 128-bit security level,
the PRP and PRF need keys of size 128 bits. Table 1
shows a comparison among the presented schemes from
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different perspectives: setup, storage, communication,
computation, and dynamic operations costs.

Table 1: Comparison for PDP Schemes for Multiple
Data Copies

Cost MR-PDP [17]  PB-PMDP [18] = MB-PMDDP [2]] TB-PMDDP [2]]  DMR-PDP [24]
. . + +
Copies Generation E + nm R nEy nmEy nmEy nmEy
nmA,
. 2mEy,, + MMy + 1)nméEg + nmH, (s + 1ynméq * nm(Hg + Mg) +
System Setup | Tag Generation o BTG e e | pymage + (sn+n— | (5 + 1nmég + nm
g mj{QRN (ns + LmMe Gi)mMG (ecn +nn — 1N\mA nm(2€g * MZ?’)
Metadata Genera- | . - .
tion nmHg + 2m + 1)
File Copies n|F| n|F| n|F| n|F| n|F|
Storage CSP Overhead 3072m bits 257m bits 257m bits (257+512n)m bits | 257m bits
Verifier Overhead | — — 64 m bits 256 bits —
Communica- 3328 + log,(c) | 256 + log,(c) . . 256 + log,(c)
. . + + .
sion Cost Challenge bits bits 256 + log,(c) bits | 256 + log,(c) bits bits
257 + 256sm +
Response 0720+ 1) | 257*256ns | o5y | os6 bits | (256l0g,(m)+ 257) | 3328 bits
bits bits !
cn bit
Computation cEg+ (c— DMg+ | C€g * (c — Mg + cEg + (c— Mg+ | c(3g+ Mg + 265 +
Cost Proof (”1;'}2)32):(7;:; T esnMy, + (c - csnMy, + (¢ = cnHgesnMy, + (¢ — | My) + (nc+
g B DsnAy, 1)sneAy, DsneAy, n)€g + ncMg
@Mz, + Egn +
fy DencHpinge | s g | 2P (E e Dfﬁ ! Z(yzn+ icstsi)gjﬂt; in(yrfﬁf ndlz, + Dy ¥ 360 +
Veri Zn Ry T L He+(c+s—1DMg | cHg+(c+s—1)Mg Mt M
(cn+c+n— 1My + 1)sA p T (clog,(m) + G Zp
(e~ Dyt +(n - 1)sAz, +(n = 1)seAy, Zz)nhSHAt
Dynamic v v v
support
Dynamic L « ” “Request” + | “Request”  +
Operations Communication N/A N/A Request O(nlog,(m)) o(1)
State update N/A N/A — O(nlog,(M)) /g4 —

"There is an optimization for this response to be 3072 + 256 bits using hashing.

*is the upper bound of the authentication path length when >1.

5. Proof of Retrievability

Proof of retrievability (POR)-like PDP-is a technique to
audit data over remote sites. But, POR has the advantage
that it can help to reconstruct the outsourced data file using
the responses sent from the remote servers. The fact that
POR schemes encode the data file before outsourcing to
remote sites allows more robustness. Thus, if it is required
to find out if any changes occurred to minor parts of the
outsourced data, then encoding (before sending the files
to remote sites) should be applied.

Replication and encoding schemes are the most two
common techniques used to achieve data redundancy.
The storage cost to make copies of a file of size bits is

bits. Using erasure code schemes, the file is fragmented
into blocks, encoded into blocks () [26], and stored on
different servers (one code block per server). Thus, the
storage cost is bits. Any out of the servers can be used to
regenerate the original file.

For PDP schemes that handle multiple data copies, they
consider economically-motivated CSPs that may attempt
to store a fewer number of file copies to reduce the used
space on their infrastructure. It is not worthy for CPSs to
lose reputation (while gaining almost zero extra dollars)
by deleting minor portions of the outsourced data copies.
Using erasure codesto achieve redundancy has less storage
cost; however, duplicating data file across multiple servers
achieves scalability, which is a crucial need for cloud
customers. The coding-based schemes have two sorts of
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overheads, the first one is in the computations required
to apply the encoding schemes before outsourcing. The
second overhead is in time required to access a subset of
servers to recover the original file.

Schwartz et al. [27] proposed a scheme to validate data
integrity on multiple remote servers. In [27] keyed
algebraic encoding and symmetric encryption can be used
to detect any data damage. In [27], the communication
cost is questionable (linear complexity). In addition,
the security of their model is not proven and remains in
question [7].

Juelset al. [28] is from the earliest POR models. In [28],
the data file is first encrypted then masked with special
blocks (guards). The guard blocks are concealed inside the
original file to find out any misbehavior from the server
side. During the verification phase, the verifier asks for
randomly selected sentinels and checks whether they are
modified or not. The guard blocks will be affected by any
misbehavior/damage done by the server. The model in
[28] does not allow for unlimited number of verifications
(this is specified by the number of guard blocks). The
number of guard blocks limits the number of verifications
for with each verification one of the guard blocks will be
known to the server and cannot be reused.

Shacham er al. [19] introduced a POR scheme that allows
for unlimited number of verifications. In their scheme,
they proposed to generate homomorphic authenticators,
and thus the server can combine the data blocks and their
tags and send a short response to the verifier. Shacham
et al. [19] constructed two homomorphic authenticators
using pseudorandom function and the digital signature of
[29].

POR schemes can be classified into two main classes:
erasure coding-based schemes and network coding-
based schemes. Bowers et al. [30] and Wang et al. [31]
are examples of the POR models that belongs to the first
class. In [30] a distributed cryptographic system known
as HAIL (High-Availability and Integrity Layer) has
been presented, which improves upon POR deployed
on individual servers. The proposed scheme in [30] can
guarantee the possession and retrievability of data. Wang
et al. [31] proposed a distributed storage system that
enables auditing remote data with recued computations.
The scheme in [31] utilizes both homomorphic
authenticators and erasure coding. Other erasure coding-
based schemes include [32-34]. The schemes based on
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erasure coding suffer from high communication costs. To
reduce the communication overhead, some proposals use
network coding to develop POR schemes [35-37].

6. Summary and Open Research Issues

In this paper, we have reviewed the concept of PDP as a
technique that allows an entity to prove that the data is
in its possession for validating data integrity over remote
servers. We have provided an extensive survey and a
comparative analysis for numerous provable multi-copy
data possession (PMDP) schemes. In this work we also
examine the basics behind the design of various PMDP
protocols and underline some of the limitations. The paper
also considered PMDP protocols for staticand dynamic
data. PMDP models for dynamic data support operations
like modification, insertion, deletion, and append. The
models for dynamic data provide an evidence to the
verifier that all outsourced copies are complete and up-
to-date (i.e., the CSP did not ignore any of the update
requests sent from the owner).

We have provided a comparative analysis for different
PMDP schemes. The comparative analysis was done
from different perspectives: (i) the computation cost to
generate data copies, tags, and metadata; (ii) the storage
overhead on both the verifier and server sides; (iii) the
communication cost to send a challenge vector and
receive a response; (iv) the computation overhead on the
server side to prove data possession and the verifier’s
computations complexity to check server responses; and
(v) the cost of dynamic update request.

Moreover, the paper addressed the proof of retrievability
techniques. POR schemes encode the data file before
outsourcing to remote sites to allow more robustness.

A lot of research work has taken some steps towards
mitigating the concerns of outsourcing data storage, but
much effort remains to achieve the wide acceptance of
such a growing paradigm. Below we summarize some
open research problems that need to be investigated and
tackled:

* Ensuring data replication across diverse geo-
graphic location. Clients need to be sure that
the data copies are actually replicated on different
multiple drives or different multiple data centers.
To protect against some great damages in one loca-
tion, data need to be replicated across different areas
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(e.g., different states/courtiers). In addition, this will
help to speed up the data access for different users in
different countries all over the world. For this type
of work, we need a group of researchers from both
academia and industry to put the proof-of-concept
models and to build the data centers.

Self-organized data replication over cloud serv-
ers. Overloading the data centers with so many ac-
cess requests from different locations can be a main
reason for a failure of such data centers. The serv-
ers may not be available if the number of access re-
quests increased in an unexpected manner.

One of the future directions is to design storage
schemes that can be automatically managed (self-
managed). These schemes should be able to adapt
themselves by reserving (or releasing) storage space
on the cloud for data copies. To specify what should
be the optimal number of data copies (and which
servers to be located on) according to the current
circumstances, an optimization framework needs to
be designed. This optimization framework should
speed up the response to the data retrieval requests
and minimize the storage overhead on the cloud
infrastructure.

User authentication for cloud computing sys-
tems. In cloud computing environments, clients do
not need powerful devices at their sides for they
are using the computing power of the cloud serv-
ers, and thus users tend to use devices like PDA or
cell phones. Data and applications will be available
on the cloud, and the CSP needs to authenticate the
users to allow them to access and use the cloud re-
sources. In this model of computation, the monitor-
ing is done in a centralized fashion and software
piracy is a difficult task. But, for this computing par-
adigm, a secure authentication scheme is needed to
protect against unauthorized use of cloud resources.

Many traditional systems use passwords as the ba-
sic way of authentication, but this is not an effec-
tive method especially when we are dealing with
sensitive outsourced data. Many passwords (which
are not very strong) can be compromised using dic-
tionary attacks. One of the guidelines for users is to
use long passwords, but unfortunately it is a chal-
lenging task to memorize such long passwords and
users prefer to use short and meaningful passwords,
which will be subject to dictionary attacks.

One of the techniques that can address the authen-
tication problem in the cloud is implicit authentica-
tion. Information needs to be gathered about the user
behavior for a long period. This sort of information
will be used to construct a user model using learning
algorithms. For a user to be authenticated, his cur-
rent actions will be compared against the developed
model to decide if that user is an eligible one.

Outsourcing computation to untrusted cloud
servers. It is not only data that can be outsourced
to the cloud but also computations. Currently, many
applications that require heavy computations (e.g.,
big data analysis) are outsourced to the cloud to
benefit from the computational power of the cloud
servers. The users need to make sure that their com-
putations are correctly and completely performed,
and the CSP is not cheating by executing just parts
of them. The CSP may be economically motivated
to save its computation resources by ignoring some
of the heavy computations or just execute parts of
them.

Validating the completeness and correctness of the
outsourced computation is a key requirement for
cloud users. Moreover, it is crucial for the verifica-
tion procedure to be much lighter (from the compu-
tation perspective) than performing the actual com-
putation on the local side. The domain of verifiable
computations is a hot research area. To complete
the image, it will be interesting to address the mu-
tual trust issue when computations are outsourced.
There should be schemes to detect a dishonest party
(a user or a CSP) who is trying to falsely accuse the
other side. Thus, if the CSP does not completely
and correctly perform the computations, this should
be detected, and also a dishonest client should not
be able to falsely claim that the computations are
malformed.
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