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Abstract

Public key cryptosystems are based on the difficulty of
solving complicated problems in mathematics. As
examples there are Integer Factorization Problem (IFP),
Discrete Logarithm Problem (DLP) in finite multiplicative
group and Elliptic Curved Discrete Logarithm Problem
(ECDLP). More recently, different algorithms have been
introduced in order to solve eth problems. These
algorithms are exponential and sub-exponential with
regard to their complexities. But according to the new
research, in the near future, new hardwares and new
methods will come to decrease the complexity of solving
the problems. Therefore, new difficult problems and their
application in public key cryptosystems are being
investigated. Identification protocols are one of the much
applicable protocols in cryptography. The identification
protocol controls the users' entering a system. In this paper,
using quaternion numbers, a difficult problem and based
onitanew identification scheme will be introduced.

Keywords : Quaternion, Rotation Matrix, Norm,
Identification.

1. Introduction

In 1977, using the difficulty of an Integer Factorization Problem,
Rivest- Shamir- Adlemane introduced public key cryptosystem
of RSA. Also, in 1980, Koblitze and Miller presented a group
resulted from the definition of an elliptic curve on a finite field to
use in the cryptography. Today, many researches are done to
make these problems more difficult and also to solve them more
rapidly. Therefore, it is quite logical to look for new difficult
problems to use them when needed. In 1843, Hamilton was the
first who introduced quaternion numbers, and from then on
these numbers were frequently used in different sciences.
Various examples of quaternion numbers used in the
cryptography are mentioned in [1-3-12-14]. Nagase et.al [13]
used the difficult problem of this article to design a public key
cryptosystem. This problem has made use of some
characteristics of the quaternion numbers and is based on the
difficulty of not finding a quaternion number of its rotation
matrix. In this article, using this difficult problem, an
identification protocol will be introduced. Identification
protocols are one of the most important and much applicable
protocols in data security field. In an identification protocol, the
user (prover) will prove to the other person in the center (the
verifier) that s/he is really the same person s/he claims, that is ,
s/he proves himself to be an allowed user. There are different
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methods for the identification such as passwords, one-time

passwords, and challenge-response identification. Methods

based on passwords and one-time passwords are more

advantageous than other methods in terms of their speed. But the

problem is thatin these methods, the intruder finds the password

long before the real time of identification. Therefore, they are

much less secure than the other methods. Challenge-response

identification systems don’t have this Achill’s heels! Supposing

that a user wants to introduce him or herself to the other person

(the center) according to the challenge-response system; they

will do as follows:

e Commitment: the user sends his/her request to the center.

e  Challenge: the center asks the user a question.

* Response: the user answers the question using his/her
private (hidden) key.

*  Verification: the center verifies the user’s reply using the
same hidden key or its corresponding public key. The center
canaccept or reject the user’s identity.

To do an identification protocol, one can use symmetrical
cryptosystems or asymmetrical cryptosystems which are also
called public key systems. In case of using symmetrical
cryptosystems, the center must know the user’s private key to
verify him/her. Knowing the genuine user’s private key, it is
probable that the verifier (the center) misuse it. To solve this
problem, one can use public key systems. Challenge-Response
systems are based on signature. If the user wants to introduce
himself/herself to the center, s/he receives a random number
from the center and signs with his/her private key. The center
using the user’s public key affirms his/her signature and so
verifies his/her identity. In this method, the opposite person or
the center is not able to misuse. Because the center can only know
the amount of the genuine user’s public key while for misusing,
the private key is also needed. Using public key challenge —
response systems has the advantage that the user can prove
himself or herself to the center without revealing his/her private
data, disclosing which might lead to forging his/her identity.
This quality is called zero - knowledge proof [2-17]. For Further
information regarding zero — knowledge proof, see [8-9]. Some
identification schemes based on famous hard problems are
mentioned in [4-5-6-7-11-15-16].

The coming sections of this article will be as follows: in part 2, we
will take alook at quaternion numbers. In part 3, an identification
scheme based on the quaternion numbers will be introduced
which has the characteristic of zero - knowledge proof and the
article will end with the conclusion.

2. Preliminaries

The quaternion number g is defined as g = w + xi + yj + zk in which
w,x,y,z € R and the following equations hold:
ixi=jxj=kxk=-1,ixj=-jxi=k jxk jxk=-kxj=ikxi=-ixk=j

Of course g is also shown as a quadratic q = (w, x, y, z) € R4.
Addition and subtraction and multiplication of two quaternion
numbers g, =(w,, x,, y,, z;) and q, = (w,, x,, ,, z,) are defined as:
q.x9,= (wz W, X+ X, Y,+ Y, 2, izl)/

4.9, = (W, + XX, + Yy, + 2,2,) + (WX, + WX, + V2, - Y,2.)i + (wyy, +
WY, +X,2, - X,2,)] + (0,2, + W,z, + Xy, - Xy, )k

Conjugate, norm, and inverse of the quaternion number g are
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respectively:

o ey v — —w? 2 2 2 1 l] — (W,—x,—y,—z)
g=Ww,—x,—y,—z), N(@@)=w'+x’+y*+z°,q N@) witxiiyira
if N (g) =1, then q will be called unit quaternion. The quaternion
number g has a Matrix T'9) as follows:

witxi-yr-z’ 2xy —wz 2xz + 2wy
2xy +2wz wi-x’+y?-z? 2yz —2wx
2xz — 2wy 2yz +2wx wi-x’—-yi+z’

which s called Rotation Matrix g .

Theorem 1:1f q, and q, are two quaternion numbers then:

N(qg,)=N(q)N (q,),
IT(q9,) A T(g) | 1T(g,)]-

Theorem 2 : Having the MatrixI¢) of the quaternion number q =
(w, x,y,z),we can calculate the amount of N (7).

Proof : There are different methods and one will be explained
here. Supposing that the rotation Matrix is equal,

witxi—yi-z? 2xy 2wz 2z + vy 4, 9. 4

T'(g)= 2xy +2wz wi-x’+y’-z’ 2yz —2wx =9y 9. 9

2xz =2wy 2yz +2wx wi=x?—yi+z? 4, 9, 94
thenwehave:

G+ G =W + X -1 -2+ -+ -2 =2 (W - 2),

2 2 2.2
g =4y z -4wx’,
Gong =422 - 4wy,
023t 431915 = 422 (JCZ + ]/2) - 4w2 (X2+ ]/2) =4 (x2+]/2) (22 - w2)/
995 +9:9:
9, +q,)
= quF2x 42y =wix -y 4z 42x 42y =wi+x 4y +z°=N(g).®

= =2(x*+y7)

For further information regarding the above concepts see [10-18].

3. OurScheme

In this scheme we require an f function such as a hash function,
only allnumbers A, Bmusthold inf(AB) = F (A)f(B). First, we will
explain the key production stage. The user chooses the
quaternion number g. His private key is the quaternion number g
and his public key is matrix r(g). Finding the user's private key
means the amount of g from Matrix T() which is impossible,
because the components of g have the desired length. In addition,
obviously, finding the amount of the quaternion number g of N
(q) £ (IT(@))) is impossible, because there will be infinite possible
amounts. Now the user and the center follow these stages:
1. Commitment: the user randomly chooses the quaternion
number X and sends it to the center.
2. Challenge: the center randomly chooses the amounts of d
€11,L,2'} and sends them to the user.
3. Response: the user calculates the amount of Y = X' g and
sends the amount of its rotation matrix, i.e. I'(Y),to the center.
4. Verification: the center accepts the user's identity if and only
if:

N@E)=NX )N (@) o,
SUT@) D=/ (TE )N (T@) D) (2).
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Now, we compute necessary computationsin our scheme.

Response : d exponentiation and 1 multiplication in quaternion
numbers, computing rotation matrix: I'(Y).

Verification: d exponentiation in quaternion numbers, 2
multiplication, computing N (Y) of rotation matrix I'(Y) , 3 times
computations of N()andf().

Theorem 3 : The represented scheme has the quality of
completeness, i.e., the true user at the end of the protocol proves
himself/herself to the honest center.

Proof : If the legal user sends the amount of Y = X" g to the center,
thenbased on the theorem 1 and definition of f, we have:

N )=NX‘q)=NX"IN () ,

SAT@) D=/ (TX ‘@)h=/ (TX ) T(g) )=/ (TX DI (T(@)) -
Consequently the verification will happen.

Theorem 4 : This scheme has the quality of zero-knowledge
proof.

Proof: The opposite person (the center) has the information of ()
I'(Y), Because finding g, y from I'(¢) I'(Y) is impossible. Therefore,
the center cannot get the user’s private key and consequently, the
scheme has the quality of zero-knowledge proof. Pay attention to
the fact that if the amount of Y’ becomes known, then the opposite
person (the center) solving the equation Y = X" g finds the amount
of g (the user's private key) and so the protocol's zero —
knowledge proof quality will be vanished.

Theorem 5: Using the equation (2) is necessary in the verification
stage.

Proof: Supposing that the cheater knows the amounts of re). rg).a.x
and so N (), N (X*) then Y if she can find the quaternion number
Y'in a way that its norm be true in the relation N(Y') = N (X) N (g)
now she can cheat the center in the relation (1) through sending
the center the amountof I'( ) and through the way of choosing
Y'. But the center with the equation (2) can prevent the success of
this forger. Because this amount will not be true in equation (2).
Therefore, because the forger doesn't know the real amount of
the quaternion number g, s/he cannot generat the exact amount
Y=X'g.

Theorem 6 : The number d sent by the center in challenge stage of
the protocols mustnotbe constant.

Proof : If d is stable, the cheater can get the exactamountof I'(Y )
which is sent by a legal user and then the cheater can cheat the
user when again doing the protocol with the center. Therefore,
the random choosing of d can easily prevent this intrusion.

If the intruder can guess the exact amount of d challenge
beforehand, then in the identification scheme of Fiat—-Shamir [6],
the intruder's probability to forge the prover's identity )the legal
user) is 1/2. This probability in the identification scheme of Feige
— Fiat-Shamir [7], with the security parameter t, and the
identification scheme of Schnorr [15] with the security parameter
of tis 1/2. This problem is solved in the scheme represented in
this article.

Theorem 7 : Even knowing the challenge amount of d, the
intruder will notbe able to cheat the opposite person (the center).
Proof : With regard to the protocol’s structure, in case the
intruder knows the challenge amount of d beforehand, s/he
must find Y in a way that it equals X" g. But because the intruder
doesn’t know the amount of g, s/he cannot send the exact
amountof ¥ =X ‘g
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4. Conclusion

The purpose of this article is investigating the probability of
designing important public key cryptography protocols using
new difficult problems. In this paper a new identification scheme
based on the difficult problem of not extracting a quaternion
number from rotation matrix is introduced. Of course the
difficulty of this new problem must be compared with those of
the other previously existing problems such as the discrete
logarithm problem. This scheme is of the challenge-response
kind and has the quality of zero-knowledge proof.
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