
Abstract: Data in today’s world is much more complex than 
ever before. With the technological advancements businesses 
are able to easily gather data both at the organizational level 
as well as from the external data sources. The accumulated 
data is huge and diverse with structured, unstructured 
components or data generated by Internet-of-Things (IOT). 
Businesses are in dire need to analyze these sets of data to 
derive a better value to the organizations. With analytics 
becoming central to all the business strategies, this paper 
presents a review of the challenges which the organizations 
have to take into account while dealing with these complex 
data residing in the data stores. Apart from the volumes 
and complexity of data, IOT brings in new challenges in the 
form of security to the BigData systems as a whole and data 
in particular. This paper also reviews the conceptual studies 
which have attributed to the growth of Bigdata technologies 
to provide business analytics by ensuring security to the 
data.
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I. Introduction

BigData is being generated by almost all the components 
around us, but to derive a meaningful value from this data 
we need have processing power and analytical capabilities. 
Organizations have to carefully manage their business model 
around the key processes as shown in Fig 1.

Fig. 1: BigData Processes

Insights from BigData will help the organizations to make 
better decisions, provide better customer service and get 
better operational efficiency and new sources of revenue. 
The importance of BigData is realized only it is able solve 
the business-related tasks such as failure detections in real-
time, performing risk-management and detecting fraudulent 
behaviors before they can affect the organization [3]. 

A. Data Acquisition

Data acquisition is the process of gathering data from different 
data sources. It is commonly governed by the three V’s- volume, 
variety and velocity. The core of data acquisition comes down 
to acquiring data from distributed information sources to 
store them in a BigData-capable data storage. To achieve the 
organizations have to keep in mind of the protocols that help 
in information gathering from these distributed sources and 
technologies that provide the persistent storage. The nature 
and source of this data is very diverse and complex. Tools and 
methods are used deal with such data for improved performance 
of the BigData stores.The main goal of a data acquisition 
strategy employed at an organization must understand the needs 
of the system and take the right decision on which tool is best to 
ensure the acquisition. 

B. Data Cleaning

Data cleaning is the process of preparing the data for analysis 
by dealing with corrupt or inaccurate records. The process 
is mainly in data stores which usually have the inaccurate, 
incomplete or irrelevant data. A typical data cleaning process 
involves removing of errors or validating and correcting values 
of records. Raw data which is usually present in several formats 
is transformed by the data cleaning process. High quality data 
need to have high accuracy, completeness, uniformity and 
consistent behavior across the system. Data preparation i.e. 
Data acquisition, data cleaning and data management constitute 
major part of the work for a data scientist. Understanding these 
steps improves the efficiency of the data acquisition activities 
there by streamlining the business activities which improves 
the productivity and revenue.

C. Data Analytics

BigData analytics deals about using advanced analytical 
algorithms and methods against very large and complex 
data sets. It is about discovering patterns and other useful 
information and knowledge that comes with analyzing the data. 
The important analytical techniques include text analysis, data 
mining, machine learning, natural language processing and 
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many others. Data analytics is the core of BigData to obtain 
the business intelligence. Regardless of the way BigData is 
generated from and how it is stored the main motive of the 
data lies with analysis. With data processing and management, 
we acquire new knowledge which helps in responding to the 
emerging challenges in a timely manner [4].

D. Data Visualization

Data visualization is about presenting the results of the data 
analysis in a pictorial or graphical format. It helps the decision 
makers to look at the analytical results visually and identify 
patterns more easily. Data visualization helps the businesses to 
identify areas that needs focus, improve the users experience 
and predict the trends easily. The visual results have to provide 
quickly with meaningful outcomes which help the users to gain 
insights into data.

E. Internet of Things (IoT)

The term Internet of Things (IoT) refers to situations where 
internet connectivity and computing capabilities are present for 
day to day items and sensors, making these devices generate and 
consume data without any human influence.  IoT provides real 
time alerts and insights, which helps us in making intelligent 
and real time actions to address issues and get productivity. 
Various communication models are available for the IoT devices 
to connect and provide value to the user. IoT is expected to 
spread immeasurably in the coming years and this will provide 
new services that will improve quality of life of consumers and 
productivity of the organizations. Some findings forecasted that 
20.8 billion connected things will in use around the world by 
2020. The International Data Corporation (IDC) predicted that 
by 2018, there will be 22 billion installed IoT devices and the 
number of wearable deviceswill be around 214.6 million by 
2019 [5]. So keeping with these numbers in mind there is a 
lot of scope in developing key technologies which will help in 
maintaining the data in BigData stores.

II. Challenges 

Even though BigData provides innumerous benefits, a large 
number of challenges are to be addressed to make use of these 
benefits. The challenges of BigData can broadly classified into 
three [6, 7].

∑∑ Data Challenges
∑∑ Process Challenges
∑∑ Management Challenges

This paper will review the BigData challenges as shown in fig 
2, with the growth of IoT and how these issues will affect the 
organizations.

Fig. 2: BigData Challenges

A. Data Challenges

The data challenges relate to the characteristics of the data. 
Different researchers have different understanding towards the 
characteristics of data.Some specify 3 V’s (Volume, Variety, 
Velocity) [8], 4 V’s (Volume, Variety, Velocity, Variability) 
[9] and 6 V’s (Volume, Variety, Velocity, Variability, Veracity, 
Value) [10], while others specify 7 V’s (Volume, Variety, 
Velocity, Variability, Veracity, Value, Visualization) [11]. 

a) Volume

Volume refers to the large data sets consisting of terabytes, 
petabytes of data or even more. IoT will account formost part 
of these datasets in the future. Cisco [12] estimates that the 
total volume of data generated by IoT will reach 600Zetabytes 
per year by 2020. This huge amount of data being generated is 
bigger than the BigData stores. So it will be a challenge for the 
storage management. 

IoT threatens to generate massive amounts of data from sources 
that are globally distributed. Transferring the entire data into 
a single location for processing will not be good option both 
technically and economically. So the organizations have to 
look for options of distributed mini data centers, where initial 
processing can occur then relevant data can be forwarded to a 
central site for additional processing. 

b) Variety

Variety deals with the numerous data formats which the 
BigData has to store and process. The data could be structured, 
semi-structured or unstructured. The volume of data generated 
by the sources of BigData and IoT does not follow a specific 
format. The data captured into the data stores could be diverse 
from user’s data, transactional data to web data and many more 
such formats [13]. 

IoT adds to these complex data types, which includes customer’s 
data, customer’s relationship management data, business 
documents, Omni-channel or cross-device data, location-
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based data, population data, production and manufacturing 
data. These different formats of data are a big challenge to the 
BigData systems. 

c) Velocity

Velocity refers to rate at which data is getting accumulated into 
BigData stores. The main challenge of velocity to BigData is 
the requirement to manage the large amounts of unstructured 
data getting into the stores at rates which the normal databases 
are not capable to store and maintain. IoT applications add to 
the complexity of these data elements and rate at which the 
IoT devices generate data is very higher than their BigData 
counterparts. One of the prominent features of IoT is its real 
time communication of information about the connected 
things. When concerned with velocity, IoT applications present 
challenges of storage of data at higher rates and to run analytical 
queries on these stored data items. To perform the real time 
analytics is a huge challenge to BigData in context of IoT.

d) Variability

Variability of data refers to those data elements whose meaning 
is constantly and rapidly changing. The data which is generated 
by the IoT devices is huge and the rates of change and variability 
are very high. Analyzing data with high variability is a challenge 
and gaining insights from this data is further a challenge as each 
analysis may provide different results due to variability in the 
data. Algorithms which are to be developed to deal with such 
data should be able to understand the context of the data and 
derive its meaning, their by gain valuable insights [14].  

e) Veracity

Veracity refers to the quality of captured data in the stores. Even 
though there is a potential value in using the BigData, the data 
in stores is worthless if it is not accurate. This is true in cases 
where the data is being used for automated decision making. 
The accumulated data may be full of biases, abnormalities 
and imperfections. This data may largely affect the analytics 
of BigData and these results will be ineffective in decision 
making process.The important factors which define the quality 
of data are the accuracy and reliability of the data source. The 
reliability of the data source will be a concern of BigData when 
dealing with IoT devices. 

f) Visualization

Visualization is about presenting the data in a form that is easy 
for the user to comprehend easily. Many BigData applications 
which have poor performance in functionality, scalability and 
response time is a problem when conducting data visualization. 
The main reason for this is as a result of large sizes of data and 
high dimensionality of the data elements. Given the amount of 
BigData with IoT is dealt, the need for enormous parallelization 
is a challenging task in visualization. To decompose a problem 
into independent tasks and to run concurrent queries on them 
is a challenge for visualization algorithms. With visualization, 
real users can easily explore and interact with data. It plays an 
enormous role in assisting the user in deriving better insights 
from the existing data.

As IoT brings in huge volumes of data at higher rates with 
additional complexity, not only providing storage but also 
developing visualization tools will be challenge to the BigData. 
Existing BigData visualization tools used with IoT shows poor 
performance in terms of functionality and response time. To 
provide effective visualization for IoT several important issues 
such as visual noise, variance data and information loss should 
be taken into consideration [15, 16].

g) Value

Value is about extracting knowledge or information from the 
huge amounts of structured or unstructured data.  Value is 
an essential feature of BigData as most of the pieces of data 
independently may seem insignificant, but when this data is 
correlated, value can be derived which might be helpful to 
the organization. As IoT is involved with the connected things 
which are both personal and industrial, deriving value from data 
collected from these devices will be highly helpful in improving 
industrial efficiency and also to provide better user experience.

In order to derive value from such complex data, BigData faces 
challenges while storing and performing analytical queries by 
keeping in mind the volume and complexity of the data items 
accumulated in the BigData stores. So developing analytical 
methods and algorithms which takes into consideration of the 
IoT data is the key challenge for the growth of BigData.

B. Process Challenges

Process challenges are those set of challenges which deals 
with data acquisition, data storage, data analysis and data 
visualization.The various process challenges include Data 
Acquisition and warehousing, Data cleaning and Integration, 
Data Analysis and Modelling and Data Interpretation.

Data Acquisition and Storage is related to gathering data 
from diverse sources and storing them in BigData stores to 
generate value from it. Researchers [17] points that one of the 
key hurdles to the analysis of BigData is the issues in scaling 
of data collection and storage. IoT promises the availability 
and generation of vast amounts of data. If this data is easily 
accessible, services will be able to leverage things efficiently 
and provide valuable information.

The key challenge for BigData in context with IoT is the 
acquiring data from large number of heterogeneous devices 
and storing them. This involves developing a common API for 
IoT devices to interface with BigData systems and involving 
additional steps such as data cleaning and data integration to 
store the data in common formats for easy analysis.

The new architecture of BigData with IoT will present significant 
challenges such as backing up these mini data stores, or backing 
up the entire volumes of data generated by IoT devices and 
shifting and sorting the data elements. These operations further 
increase the processing loads on storage and network resources 
that are need to be managed. The storage infrastructure is also 
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heavily influenced with arrival of IoT data. Organizations are 
starting to prefer cloud platforms over specific infrastructure, 
as existing infrastructure has to be expanded to handle the load 
of BigData. These solutions are able to provide scalability and 
flexibility to store the IoT data. But the cloud based solutions 
have to provide better privacy to user’s data.

 refers to maintaining a 
homogeneous view of different formats of data acquired from 
different data sources. Data Integration involves the data 
acquisition from different sources like social media, IoT and 
other communication devices and organizing and storing these 
complex data formats in a uniform format [18]. These unique 
formats help in acquiring value from the stored values [19]. 

This step is very important in the BigData cycle as effectiveness 
of these processes decides how effective the analytical results 
are produced. Dealing with structured and unstructured data by 
adjusting into a unique structure is a challenge to BigData. New 
technologies have been developed to extract images, videos and 
other information from unstructured data [20]. With large data 
sets comprising more abnormalities and ambiguities additional 
processing steps are needed such as cleaning, reduction and 
transmission [21, 22]. 

Data Mining deals with identifying new patterns and correlations 
between the data items to get valuable insights about the data. 
The size and complexity of BigData with IoT imposes new 
requirements on data mining and also the diversity in the data 
sources poses another challenge [23, 24, 25]. Another important 
task of data mining is acquiring information from complex 
data which needs the analysis of data properties and finding 
associations among different data elements.

Many parallel and sequential programming models for querying 
large and complex data sets have been developed. However 
devising parallel algorithms compatible with the latest IoT 
architecture is a challenging task for researchers. 

C. Management Challenges

Management challenges tackle privacy, security, governance, 
data and information sharing, cost/operational expenditure and 
data ownership. This section presents various data management 
challenges of BigData in context with IoT.

Privacy deals with policies of the organization of to what 
data can be shared with the third parties. It mainly deals with 
protecting user’s data from unauthorized access. In BigData 
from the context of IoT, security and privacy are key challenges 
in storing and analyzing large amounts of data. The security 
risk associated with IoT data is the presence of heterogeneous 
types of devices and the nature of data generated by them. It is 
a challenge to authenticate these vast varieties of devices. This 
gives rise to new architectures. As a result developing security 
protocols and implementing them would be a challenging task 
to developers. 

Security should be provided to the data in the BigData stores. 
Data generated through IoT incurs various security problems 
which include keeping the data consistent, identifying 
suspicious traffic patterns and interoperability between the 
devices. Existing security solutions are no longer applicable 
to provide complete security for BigData with IoT in place. 
Existing solutions are not enough to deal with dynamic data 
sets as most of the existing solutions involve static data sets. 
So developing a security model to implement on the IoT 
devices will be the most challenging task of BigData as the IoT 
devices have constraints in terms of computational capabilities, 
memory size etc. So the security model has to keep in mind all 
these heterogeneous nature of the devices. 

III. Conclusion

The rate at which the data is being generated has increased 
enormously over last few years with the explosion in smart 
and sensor devices. The combination of IoT and BigData 
technologies involves processing, transforming and analyzing 
large amounts of data at great speeds is necessary. In this paper 
we broadly listed out the challenges of BigData in the context 
of IoT. So, there is a lot of scope for research to overcome many 
of these challenges. The existing solutions are still at their early 
stages of development and there will be scope in improving 
many of these solutions. So real time analytical solutions would 
be necessary to gain faster insights.
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