
Detecting Criminal Attacks Using 
Rowhammer Technology 

M. K. Vijaymeena1*, Gayathri. R2, Gowri Sankar K.3 and Nadhaan R. R.4
1Assistant Professor, CSE, M.Kumarasamy College of Engineering, Karur, Tamil Nadu, India. 

Email: vijaymeenamk.cse@mkce.ac.in
2Student, M. Kumarasamy College of Engineering, Karur, Tamil Nadu, India. Email: gayathrirlgk@gmail.com 

3Student, M. Kumarasamy College of Engineering, Karur, Tamil Nadu, India. 
Email: gowrikandasamy97@gmail.com 

4Student, M. Kumarasamy College of Engineering, Karur, Tamil Nadu, India. 
*Corresponding Author

Abstract:  As an evolution of modern era, people are 
interlinked with social networks and data are stored in 
phones. All the information are not completely safe. A 
mass information gathering and connection structure in 
light of those data that spilled from the remote gadgets 
that individuals convey. This project is used to find the 
criminals and anonymous network users by the data. The 
device named Snoopy is composed in Python. Capable of 
working in an appropriated manner. Snoopy apparatus 
can draw particular and abnormal state conclusions and 
about people details in light of their computerized remote 
signals from the remote gadgets that individuals convey. 
The Rowhammer hardware bug allows an attacker to 
modify memory without accessing it, simply by repeatedly 
accessing, that is hammering”, a given physical memory 
location.
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I. Introduction

Communication devices such as wearable computers, smart 
phones disclose wireless signals even the devices are not in 
use on the off chance that the signs uncover by at least one of 
these gadgets are one of a kind, the gadget can be recognized 
as being in a specific area at a specific time signals from the 
remote gadgets that individuals convey. Those signals gather 
an information and details about the user and users data. The 
Snoopy tool was originally released for the concept for detecting 
and tracking. Since then it can rewritten to be secluded with an 
innovation freethinker structure ready to gather signals disclose 
from arbitrary technologies as defined by its plugins. The 
framework is designed to run for long periods and synchronized 
data to a central server via Wi-Fi. 

Drammer is a case of the Flip Shui ex-pion strategy that abuse 
the physical memory allocator to surgically incite equipment 
bit ips. Aggressor picked touchy information which out of the 
blue depends just on dependably on product highlights. Row 
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hammer-based Flip Feng Shui assault to be fruitful, three 
natives are critical. In the first place, aggressors should have 
the capacity to pound adequately hard hitting the memory chips 
with high frequency. For event, no bits will ip if the memory 
controller is too moderate. Second, they have to figure out how 
to message a physical memory with the goal that the right, 
exploitable information is situated in the avoided physical page. 
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Fig. 1: Architecture Design

While attacking the mobile devices, none of those natives 
can be executed by essentially porting existing strategies. 
Rowhammer is product incited equipment that for the most 
part influences dynamic irregular get to memory chips. In hone; 
this has the net impact that a bit of software can ips some bits 
in physical memory by uniquely performing memory read 
operations. It is imperative to take note of that Setting off the 
Rowhammer bug it is unique in relation to utilizing as a part of 
a security-significant way. Indeed, an adventure as a rule needs 
to trap a casualty segment (e.g., another procedure, the OS, or 
another VM facilitated on the same physical hub) to utilize an 

International Journal of Emerging Trends in Science and Technology
4 (1), 2018, 5-7
http://www.publishingindia.com/ijetst



6  International Journal of  Emerging Trends in  Science and Technology� Volume 4, Issue 1, 2018

unprotected physical memory area to store security-delicate 
substance. In the general case, programming misuse of this kind 
ended up being testing.

II. Literature Review

The communication media like phone calls and online social 
networks that leave the digital traces in the form of metadata.
In this paper Girvan and Newman algorithm is used to detects 
communities and removing edges from the original network.
it mainly focus on edges that are most likely “between” 
communities what’s more, distinguish those edges that 
interconnect hubs having a place with different bunches. It is 
a various level bunching technique which gathering of hubs 
are dynamically accumulated to shape bigger groups. The log 
analysis maintain the group of data for tracking. So we did the 
tracking by the those data. That data is used to track the location 
of the criminals. [1] 

The strategy considered in this paper is to executing DoC 
assault through Wi-Fi get to point without utilizing a Web 
association it consequently interfaces as web. At the point when 
an Android cell phone or specialized gadget enters the scope 
region of a remote access point, it is consequently alloted the 
identifier and get stacked into the Wi-Fi heap of the cell phone. 
Gadget interfaces the “TEST_AP” despite the fact that there 
is a substantial AP with a similar Administration Set Identifier 
in the region. On the off chance that the phony access point 
presented while there is continuous association process with 
another legitimate Wi-Fi get to point their testing demonstrates 
that the current association won’t get interrupted. Tracking 
calculations is utilized as a part of this venture is to identify the 
client current position and they have full created and assessed 
the assaults and in addition the protection models that keep 
running on Android telephones. [2]

In this paper they showed that capable deterministic 
Rowhammer assaults that give an aggressor root   privileges 
on a given system. The previously mentioned strategy to mount 
a deterministic Rowhammer assault on portable stages. This 
method is used to attack the user by an bug it will gather the data 
and information from the device. The attack mainly damage the 
hardware in devices main advantage is it slow down the process.
Theyexhibited that few gadgets from different sellers are 
helpless against Rowhammer. Their inquire about demonstrates 
that handy extensive scale Rowhammer assaults are a genuine 
risk and keeping in mind that the reaction to the Rowhammer 
bug has been moderately moderate from merchants [3].

In this paper they gives a review of the current protection 
arrangements and examines the investigations and 
measurements that are generally planned and used to assess their 
execution, which is useful for the future research in the area.
pattern matching algorithm misused in this paper it distinguish 
the activity stream that is indistinguishable to assault stream 
and searches for the beginning of the assault and they displayed 

some cutting edge solutions: some were somewhat simple to 
fuse in existing Cloud foundations for Cloud suppliers to avoid 
or decrease DoS and D DoS assaults [4].	

In this paper they talked about form a mass information 
accumulation and connection structure in view of data spilled 
from the remote gadgets that individuals convey and the one 
of a kind marks that cell phones emanate were acquainted and 
assembling a system with distinguish a client’s DTF and exhibit 
how the client can be followed by the way, And what interface 
examination could be led against information in both dynamic 
and latent way. In this paper they talked about form a mass 
information accumulation and connection structure in view of 
data spilled from the remote gadgets that individuals convey 
and the one of a kind marks that cell phones emanate were 
acquainted and assembling a system with distinguish a client’s 
DTF and exhibit how the client can be followed by the way, and 
what interface examination could be led against information in 
both dynamic and latent way. [5]

III. Problem Statement

Still we have a problem to identify the activity of the criminals. 
Nowadays the criminals find by their locations. The location 
identify by their communication signals we have a capable to 
lock their locations in particular area when their signals only 
in on state. Here we are going to do that the operation of lock 
the address of the signals to find the criminals locations when 
it is off. 

IV. Existing System

A large number of data collection framework based on their 
information that collections of data also called as correlation 
data. Those data and correlation or collection of data are 
used to track the wireless devices. The framework is used to 
identify peoples profiles collected wireless information from 
user devices. The collected information having more verbose 
by optionally interrogate devices. These collected data and 
framework lack from the those wireless devices that people 
carry.

A. Disadvantage of Existing System:

	 i.	 The user has to be within range of the access point.  
	 ii.	 Root access cannot be processed i.e. deleting, modifying 

etc.

V. Proposed System

The system is used to develop a network connection between the 
two devices like the system, mobiles. The Rowhammer exploit 
technology is proposed in this application. In Rowhammer 
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technology, snoopy tool is used to provide automatically connect 
with the target system like android or ARM. It will transfer the 
necessary information to the hackers from the hacked device. 
Then the hacker can easily change the content, hacked from the 
targeted system.

In this system the root access permission will be granted to the 
hackers by the snoopy tool to read and write from the targeted 
system. The hacker can easily get the control of the system so 
the hacker will modify the content in the targeted system.

A. Advantages of Proposed System

	 i.	 The target can be accessed even when the target is not 
inside the coverage area.

	 ii.	 Privilege will be given for Root access and process such 
as deleting and modifying could be done.

	 iii.	 Log analysis is possible.

VI. Conclusion

This paper shows the special marks in the cell phones reveal 
was presented from this underlying perception a theory were 
built. Tracking the client in light of their gadgets and distinguish 
their own data about gadget user. Numerous remote innovations 
are talked about to recognize their range and conceivable unique 
mark. The Snoopy system was then presented as a distributed, 
users profile tracking, data block attempt, and investigation 

device to discover the criminals. This structure can be utilized 
to track any signature and clients profile for a reasonable Python 
module can be composed.
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