
Abstract: Several overlay-based solutions have been 
proposed to protect network servers from DoS/DDoS 
attacks. The common objective in the existing solutions is 
to prevent the attacking traffic from reaching the servers by 
hiding the location of target server computers.  The recent 
evolutions in DDoS attacks, especially in the increase in the 
number of bots involved in a DDoS attack and in the degree 
of control such bots have to the hijacked host computers, 
pause serious threats to the overlay-based solutions. We 
designed and assessed the potential of new overlay-based 
security architecture that addresses the recent evolutions 
in DDoS attacks. The new security architecture, called 
“Layered Migrating Overlay (LMO)”, is designed to protect 
cloud servers (a) when their legitimate users convert to DoS/
DDoS attackers or (b) when DDoS attacks are launched 
from the legitimate users’ host computers that are hijacked 
by DDoS coordinators.  LMO copes with the situations by 
sieving attacking traffic from the hijacked legitimate users’ 
host computers using dynamic binary user splits over the 
migrating entry points to an overlay network.  Our discrete 
event driven simulation suggested that LMO will efficiently 
sieve DDoS attacking hosts in many different situations, 
when a small number of attacking hosts hide behind a 
large legitimate user group, or when a stampede of DDoS 
attacking hosts occupy the majority of incoming traffic, 
without requiring a large number of migrating entry points.  
We also found that how quickly each migrating entry point 
can detect excess traffic is a key to keep convergence delay 
short.
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I. Introduction

The primary reason that makes denial of service (DoS) and 
its distributed counterpart, distributed DoS (DDoS), hard to 
prevent is that the attacking traffic is hard to be distinguished 
from legitimate one. We focus on DDoS, instead of DoS, mainly 
due to the higher difficulty in preventing DDoS [1].  To deal 

with the challenge, many solutions have been proposed [2]. 
Major existing solutions are egress filtering, ingress filtering, 
router push-back, reducing server-side bottleneck, and resource 
hiding using overlay networks. Despite the effort, DDoS 
attacks are still on the rampage in the Internet today.  The major 
weaknesses in each approach are summarized below:

Egress filtering [3]: The gateway router in a network domain 
forwards outgoing packets only if they are destined to permitted 
destinations. This approach provides limited protection, if 
attacking traffic is generated to the permitted destinations from 
the host computers that are hijacked by DDoS coordinators.

Ingress filtering [4]: The gateway router in each network 
domain makes sure that the source IP address in every outgoing 
packet is valid (i.e., it matches with the domain address). Any 
packet that carries a spoofed source domain address will be 
dropped before they are injected to the public Internet. Similar 
to the problem in egress filtering, if the hijacked host computers 
generate attacking traffic using their valid network addresses, 
the effectiveness in this approach is limited.

Router push-backing [5]: After the gateway router or a core 
router on an attacking path detects an ongoing DDoS attack, it 
recursively contacts the next core router in its upstream of the 
attacking path, requesting the routers to drop or rate limit the 
attacking traffic. This approach requires every core router on an 
attacking path to coordinate, implying that a standard protocol 
must be developed and that the core routers must support such 
a protocol. This has not happened yet because of multiple 
different reasons, such as the development cost (in financially 
and timely) and even politics in the industry.

Reducing performance bottleneck: Many DDoS attacks 
target the server-side activities that require high overhead to 
effectively deplete the processing and storage resource at a 
victim server. Reducing such overhead at the victim server 
will mitigate the impact of DDoS attacks. For example, SYN-
cookie [6] was proposed to reduce the processing overhead in 
TCP three-way handshaking. The primary weakness in this 
approach is that it reduces the overhead, but does not eliminate 
it. When the volume of attacks can be easily inflated by a DDoS 
coordinator, such as more than 10,000 coordinated bots [7], 
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“reduction” may not be enough for preventing the attacks. This 
is a serious problem when network speed is improving faster 
than the performance of end host computers.

Resource hiding by overlay networks: This approach prevents 
DDoS attacks by hiding the ways legitimate users reach servers 
from attackers using an overlay network. Such overlay networks 
hide their internal topology from any user, including legitimate 
ones, by performing secret routing over hidden overlay nodes, 
as well as by hiding the location of the destination servers. To 
accept only the legitimate users to an overlay network, each 
overlay node performs user authentication and/or traffic rate 
control. This approach prevents the attackers from depleting the 
network bandwidth to reach the servers as well as processing 
resource at the victim server. Shi proposed a solution, OverDoSe 
[8], which uses “puzzles” to limit the rate of new connections 
from users at entry points to an overlay network. Connection 
rate for each user is controlled by adjusting the complexity of 
puzzles. Other existing solutions in this category are described 
in Section 2.

To overcome the weaknesses in the existing solutions, we 
propose new overlay-based security architecture. The proposed 
architecture protects network servers for both the network 
bandwidth to reach servers and the server side resources, such 
as processor cycles and memory capacity.  Logic bombs (those 
that disable servers by exploiting known/unknown bugs in 
server processes and the network protocols) are not a scope 
of this work. The new security architecture is designed for 
protecting network services that require each user to register 
in advance.

The new security architecture is designed especially to cope 
with the situations that have not been considered at least well 
enough. DDoS attacks can be launched by legitimate users’ 
host computers that are hijacked by DDoS coordinators. In 
the situation, DDoS code planted in the legitimate users’ host 
computers can generate attacking traffic to a target server after 
the users establish a connection to a server through an overlay 
network, which ruins the protection by an overlay network. 
Similarly, legitimate users converted to a DoS attacker can 
cause the same situation.

The rest of this paper is organized as follow. Section 2 describes 
the major existing overlay-based solutions. The approaches used 
in the existing overlay-based solutions are described and their 
strengths and weaknesses are analyzed.  Section 3 describes the 
proposed new security architecture, called Layered Migration 
Overlay (LMO). Section 4 presents the performance evaluation 
on the potential of LMO in terms of the convergence delay and 
the number of overlay nodes needed to identify attacking users. 
Section 5 summarizes the conclusions and the future work, 
followed by the selected references.

II. Existing Overlay-Based Solutions

In hiding servers from DDoS attackers, many of the existing 
overlay-based solutions “migrate” the servers to prevent 

attackers from reaching the target servers [9, 10, 11, 12]. 
These solutions can be classified to two groups. The first group 
physically migrates a server when a DDoS attack is detected 
at the server [9, 12]. When an attack is detected, the server 
process is physically migrated to another host computer. The 
second group logically migrates the server [10, 11]. The latter 
does not migrate the server processes to another host computer.  
Instead, they reassign a new network address to the server host 
computers and the new network address is announced only to 
the legitimate users.

Each of the above two strategies has their own strengths and 
weaknesses. The first group (physical migrations) entails high 
cost, high runtime overhead, and increase in security risks. 
The high cost stems from the fact that physical migrations 
necessitate multiple host computers. Most of the commercial 
network host computers for servers are costly, since they 
require a high standard for response time, throughput, data 
capacity, and reliability. For the servers that deal with large 
volume of data, the overhead to migrate such data will cause 
significant overhead. Additional runtime overhead will be 
caused by maintaining data consistency.  High volume of data 
migration to many host computers will increase attack surface. 
Its primary advantage is robustness.  Since each server process 
is physically migrated to another host, attacks to the access path 
to the new server location will be effectively prevented as long 
as attackers do not easily track the location of the new server 
locations.

The logical migration approach has the opposite characteristics. 
Because it is only the network address or the server identifier 
that is changed, the attacking traffic may be able to effectively 
deplete the transmission and router bandwidth to reach the 
server. Since a server is never migrated to another host computer, 
this approach does not require additional major hardware 
resource or network transmission bandwidth to maintain data 
consistency.

To solve the trade-off problem between the physical and logical 
migrations of servers, some solutions use overlay networks and 
they migrate the overlay nodes instead of servers [13, 14, 15, 
16, 17, 18]. Possible design options for overlay-based solutions 
are discussed and analyzed in [19].  Pingali’s solution uses 
an overlay network, in which the overlay nodes, called “safe 
houses”, migrate to hide the entry points to an overlay network 
[13]. It is assumed that servers can be accessed only through 
safe houses. Safe houses are dynamically migrated and only 
legitimate users should be able to discover them. A weakness 
in this solution is that there is not much protection if some of 
the legitimate users convert to attackers, or if legitimate users’ 
host computers are already hijacked by DDoS coordinators. It 
can be that the attackers may share the information they stole 
from legitimate users to coordinate a sufficiently large number 
of hijacked hosts to effectively disable an overlay network or 
a server.

Wang proposed an overlay-based solution using multipath 
routing to mitigate the impact from DDoS attacks that can disable 
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one or a few overlay nodes. It spreads payload transmissions 
from each legitimate user through multiple overlay nodes in a 
similar way spread spectrum wireless signal transmission works 
[14]. One possible weakness is that this approach requires a 
large memory buffer in the server since “spread spectrum” is 
performed using packets. The overhead to reorder the arriving 
packets at a server may not be negligible especially for servers 
that use a high speed uplink. Since the list of overlay nodes 
is advertised to each user in advance, attackers will be able to 
obtain the list if the host computers owned by legitimate users 
have been hijacked by attackers. If it is the case, attackers may 
disable a sufficiently large portion of the overlay nodes, which 
will effectively disable an overlay.

Kurian proposed another overlay-based solution “FONet” [15]. 
FONet constructs secret reverse path forwarding channels 
that carry network traffic from overlay nodes (called “Access 
FONet”) to a server. Similar to other overlay-based solutions, 
its main idea is to hide overlay nodes and their paths to reach 
the server. FONet uses a class-D IP address to build secret 
reverse paths to a server and it requires an overlay node at each 
network domain where there is a user to the server.

Khattab’s solution uses a honeypot at each node in an overlay 
network where each honeypot migrates its location in such a 
way that attackers cannot predict the way the overlay nodes 
are migrated [16, 17]. In [16], honeypots are migrated to the 
upstream of an attacking path to shut down the attacking traffic 
as early as possible. Although this solution will be logically 
effective, migrating honeypots to the upstream of an attack path 
may not be always possible, especially if attacking traffic spans 
several different network careers because of the same reasons 
for “router push-back” approach.

The core of WebSoS [18], proposed by Cook, is hiding the 
location of the destination servers by shuffling entry points 
to an overlay network. WebSoS is developed as an extension 
to Chord [20], which is a hash-based routing service for 
distributed firewalls. By hiding the location of the target server, 
WebSoS prohibits any end users, including the legitimate ones, 
from directly forwarding network traffic to a server, which will 
effectively prevent DDoS attacks.  WebSoS assumes that each 
legitimate user possesses a secret key that authenticates the 
identity of the user and authorizes the access right. This leads to 
a few implications regarding WebSoS’s robustness in terms of 
recent growing security concerns of malicious insiders and the 
host computers hijacked by DDoS coordinators in similar ways 
to Starvou’s solution. For example, if a sufficiently large number 
of legitimate users convert to attackers, or if a sufficiently large 
number of the legitimate users’ host computers are hijacked 
by a DDoS coordinator, attacks can be effectively launched 

through a secure Chord overlay to a target server.

As the conclusion of this section, many of the existing overlay-
based solutions [13, 14, 15, 18, 20] are not equipped with a 
protection against legitimate users who convert to attackers 
or legitimate users whose host computers are hijacked by 
DDoS coordinators. The essential security information owned 
by legitimate users, the one necessary or even enough to get 
through a secure overlay network to reach a server, can be 
stolen from the legitimate users’ host computers possibly by 
infection of malwares. Once such incidents happen, the existing 
solutions have limited effect in protecting servers from DDoS 
attacks.

A few solutions monitor traffic rate of each user at each overlay 
node, such as [8]. They distinguish attackers by monitoring 
network traffic from each user at overlay nodes.  However, 
such per-flow traffic monitoring entails considerable overhead 
[21], making itself a target of DDoS attacks. Back-pressure 
approaches using overlay nodes, such as [16], cannot always 
move overlay nodes to the direction of attackers because of the 
lack of universal support by the major carriers in the Internet. 
Because of these problems, a new solution is needed, which 
efficiently eliminates attacking traffic without monitoring each 
user’s traffic rate or without depending on a back-pressure 
approach, especially when legitimate users’ host computers can 
be hijacked by DDoS coordinators.

III. The New Security Architecture

The proposed new security architecture is designed to achieve 
the following two goals: a solution that efficiently eliminates 
attacking traffic (1) without monitoring each user’s traffic rate 
(2) when legitimate users convert to attackers or when legitimate 
users’ host computers are hijacked by DDoS coordinators to 
launch attacks to remote servers.  This section describes the 
proposed architecture designs.

A. Architecture Overview

Fig. 1 shows the organization of the proposed security 
architecture, called Layered Migrating Overlay (LMO). In 
designing LMO, we assumed a cloud server, although it can 
be any network server that serves network applications with 
user authentication. LMO consists of a client-side user process, 
two different levels of proxy processes (user proxy and 
gateway proxy), gateway routers, the cloud server, the proxy/
user manager, and the user information distributers. Brief 
descriptions of each component are provided below.
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Fig. 1: Organization of the Proposed Security Architecture
Cloud Server: It is a server that provides SaaS, PaaS, or IaaS 
cloud service to the users who contract with the cloud provider 
in advance. Each cloud server can be a cluster of server host 
computers, or a single host computer that runs VM (virtual 
machine) stack.

Gateway Routers: It is assumed that the network domain of a 
cloud provider is connected to the Internet through more than 
one gateway router. Any network traffic to the cloud server 
must go through one of the gateway routers. Each gateway 
router works as a proxy for the cloud server and the proxy/
user manager. Gateway routers hide the network address of 
the cloud server and the proxy/user manager by performing 
network address translation (NAT). The network address of the 
cloud server or the proxy/user manager is never published to 
users.

Gateway Proxies: Each Gateway Proxy (GP) is a software 
process running at a host computer in the public Internet (not 
in the domain of cloud providers). It is only the GPs that know 
the network address of the gateway routers. None of the GPs 
knows the network address of the cloud server or the proxy/user 
manager. GPs are “gateways” to a destination cloud server from 
multiple user proxies (the term, “user proxy” is described in the 
next paragraph). Each GP monitors aggregated traffic rate from 
user proxies to the cloud server (instead of per-flow rate from 
each user proxy). GPs issue a warning message to the proxy/
user manager through a gateway router if excess traffic to the 
cloud server is detected.

User Proxy Agents: Each User Proxy (UP) is a software process 
running at a host computer and it works in a similar way as 
GP. UPs connect multiple end users to a GP. Each UP knows 
only the network address of GPs but none of the proxy/user 
manager, the cloud server, or the gateway routers.  To hide the 
network address of GPs from users, each UP performs NAT 
between users and a GP. It monitors aggregate traffic rate to 
the server. When the traffic rate exceeds a threshold, it issues a 
warning message to the proxy/user manager through a GP.

Cloud Users: They are the host computers used by human cloud 
users. It is assumed that each user is registered to a cloud service 
in advance. Upon the user registration, each user is notified the 
network address of a UP, through which each user can reach 
the cloud server. It is the proxy/user manager that assigns and 
relocates each user to a UP.

Proxy/User Manager: The proxy/user manager manages users, 
UPs, GPs, and gateway routers. It is a process executed at one 
of the host computers within the network domain of a cloud 
provider. The proxy/user manager performs the following tasks:
	 (a)	 Assign users to UPs and relocate users to different UPs 

when a DDoS attack is detected at a UP.
	 (b)	 Assign UPs to GPs and relocate UPs to different GPs 

when a DDoS attack is detected at a GP.
	 (c)	 Assign GPs to gateway routers and relocate GPs to 

different gateway routers when a DDoS attack is detected 
at a gateway router.

	 (d)	 Maintain the Bloom filters at UPs, GPs, and gateway 
routers, and update the Bloom filters when the proxy/user 
manager assigns and relocates users, UPs, and GPs.

Bloom filter is a data structure that can be used to efficiently test 
the presence of a certain value in a data set [22]. Bloom filter 
at each proxy is used for two purposes: (1) to drop incoming 
network traffic from external attackers (those who do not have 
a legitimate account in a target server) without consuming 
much resources, and (2) to prohibit legitimate users or internal 
attackers (defined in section 4.1) from using their previous 
proxy after they are migrated to another proxy.

B. Procedure of the Migrating Overlay

The proxy/user manager maintains User Management Table 
(UMT) that holds the information for each registered user. 
UMT consists of the following four fields for each user:
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Permanent User ID: A unique permanent identification number 
for each registered user

User Public Key: The public encryption key created by a 
registered user

Current Secret Number: A unique secret number created by 
the proxy/user manager.  It is a number each user must show 
to the Bloom filter at a UP. This secret number is periodically 
changed by the proxy/user manager to prevent attackers from 
masquerading a legitimate user.

Current UP: The network (IP) address of the UP currently 
assigned to each user

In LMO, each user must register its public key to the proxy/user 
manager of the cloud provider. User registrations are performed 
by a server isolated from the cloud server.  The user registration 
server assigns each new user   a unique permanent user ID, ‚ the 
current secret number, and ƒ an initial UP. The three pieces of 
the information are forwarded to the proxy/user manager upon 
a successful user registration.

The proxy/user manager encrypts the current secret number of 
the new user and the network address of the initial UP using the 
public key of the new user. The proxy/user manager forwards 
the user’s permanent ID and the encrypted information to 
the user information distributor (UID). Each user obtains his 
initial UP and secret number from the UID.  UID is mirrored 
to multiple hosts and a different set of mirrored UID hosts are 
assigned to each user.

The proxy/user manager updates the Bloom filter of the UP 
assigned to the new user by inserting the current secret number 
of the new user to the Bloom filter. The proxy/user manager 
sends the updated Bloom filter to the UP through a GP. When 
the UP receives the updated Bloom filter, it replaces its local 
Bloom filter by the one updated by the proxy/user manager. 
The proxy/user manager does the same for GPs and gateway 
routers.

When a registered user needs access to the server, the user 
first contacts one of the UIDs assigned to the user to obtain 
the user’s current secret number and the network address of 
the initial UP. A user presents the user’s permanent user ID 
to a UID. If a matching user ID is found, the UID sends the 
encrypted information (which contains the user’s secret number 
and the address of the initial UP) to the user.

  Step 1: Extract the UDP payload size in bytes and updates the aggregated traffic load to the cloud 
server through this UP. 

Step 2: Issue a DDoS warning message to the proxy/user manager through a gateway proxy if the 
aggregated traffic load exceeds a certain threshold. 

Step 3: Perform network address translation (i.e., replace the source and destination network 
addresses in the UDP packet by the network address of this UP and the one for the GP this 
UP is assigned to). 

Step 4: Transmit the UDP packet to the cloud server through the GP. 

Fig. 2: Procedure Performed by Each UP for Handling Each 
Incoming User UDP Packet

When a legitimate user receives a response from a UID, the 
current secret number and the network address of the initial UP 
are decrypted using the user’s private key. For every message 
the user sends to the cloud server, each user includes the 
current secret number at the top of the payload field in each 
UDP packet. When the UP receives a UDP packet from a user, 
it first extracts the user’s current secret number and tests it using 
its local Bloom filter. If the user’s current secret number is not 
recognized by the Bloom filter, the UDP packet is dropped. For 
network applications that require reliable connections, the flow 
and error controls on the UDP packets should be implemented 
in the application layer.  Fig. 2 summarizes the procedure.

  (i) The first user (the first one to register to a cloud service) is assigned to one of the initial UPs (say, 
UP[i]). 

(ii) Each time a new user registers after the first user, the user is assigned to UP[i] up to the point 
where N[i] = NMC. 

(iii) For the first new user after N[i] = NMC is reached, the user is assigned to another initial UP. 
(iv) If a user leaves UP[i], N[i] is decreased by one. 
(v) If N[i] of UP[i] reaches zero, the UP becomes inactive. 

Fig. 3: Procedure of Allocating and Removing Legitimate 
Users to and from an Initial UP

  Step 1: If N[i] = 1 at UP[i] while an attack is in progress at the UP, the active user must be an attacker.  
The UP is shutdown (forced to be inactive).  The permanent identification of the user is 
blacklisted and it is advertised to all other active UPs so that their Bloom filters drop any 
message from the user. Then, the procedure is terminated.  Otherwise, proceed to Step 2. 

Step 2: Activate two extra UPs (UP[m] and UP[n]).  Split the active users at UP[i] to two groups and 
assign the groups to UP[m] and UP[n]. 

Step 3: After all attacking hosts are eliminated, the legitimate users are reassigned to UP[i].  Otherwise, 
go back to Step 1. 

Fig. 4: Procedure of Handling DDoS Warning Message by 
Proxy/User Manager

The proxy/user manager performs the initial assignment of a 
UP to new users, relocation of users, and identifying attackers. 
Its procedures are shown in Fig. 3. When a UP detects excess 
traffic to the cloud server, it issues a DDoS warning message to 
the proxy/user manager through a GP.  The proxy/user manager 
then performs the procedure defined in Fig. 4. In Fig. 4, extra 
UPs are recursively split to half until all attackers in the user 
group at an initial UP are identified. After all attackers are 
successfully identified, the legitimate users in the group are re-
assigned to their initial UP. Each UP is assigned a unique UP 
identification number as denoted “UP[i]” in the figures. The two 
other parameters are:

NMC:	 the maximum number of users that can be assigned to 
a UP

N[i]: the total number of users currently assigned to UP[i].

Each UDP packet transmitted by a user to a UP contains the 
user’s current secret number assigned by the proxy/user 
manager in plain text. If attackers have access to the secret 
number, they can spoof UDP packets from legitimate users.  
This lets such spoofed UDP packets reach the cloud server to 
successfully launch DDoS attacks.
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We propose a solution that periodically changes the secret 
number for each user so that attackers can not use the captured 
secret numbers for launching DDoS attacks to effectively 
disable the cloud server. The proxy/user manager periodically 
generates a secret number using a random number generator 
function and a random seed, while the generator function and a 
random seed are agreed on between the proxy/user manager and 
a user. The random seed is periodically updated by the proxy/
user manager. The proxy/user manager periodically posts a new 
random seed for each user to UIDs, where users obtain a new 
seed. The time interval for switching to a new seed should be 
agreed on between the proxy/user manager and a user.

The time interval of generating new secret numbers should be 
short enough to prevent attackers’ UDP packets from penetrating 
to an overlay through UPs as predicted by formula (1):

t2 + t3 > t1	 (1)

where:

t1: the time interval for the proxy/user manager to generate a 
new secret number for each user

t2: the delay a DDoS coordinator needs to capture a secret 
number

t3: the delay a DDoS coordinator needs to coordinate a group of 
DDoS bots that is large enough to disable a target server host 
computer

Gateway proxies (GPs) are used to hide the network address 
of the gateway routers from UPs. We hypothesized that users’ 
computers can be hijacked by DDoS attackers and that some 
legitimate users will not conform to the required security 
procedures to keep the locations of UPs secret.  Based on 
the hypothesis, we assumed that the likelihood of UPs to be 
hijacked by attackers is not negligible because of their direct 
exposure to users. LMO makes sure that none of the users can 
easily discover the location of the GPs behind UPs. Thus, the 
GPs provide another defense line for reducing the risk of an 
overlay network being penetrated by DDoS attackers.

The GPs play the similar role the UPs do for users. One GP 
serves multiple UPs. Whenever a GP detects excess network 
traffic to the cloud server, it issues a DDoS warning message to 
the proxy/user manager through a gateway router. The proxy/
user manager splits the UPs currently assigned to a GP, just like 
it splits users assigned to a UP under an attack.  This mechanism 
is introduced also for coping with sophisticated DDoS attacks, 
where a DDoS coordinator distributes high network traffic to 
the cloud server through a large number of hijacked user host 
computers in such ways that none of the individual UPs can 
detect excess network traffic to the cloud server. The proxy/user 
manager also applies the same splitting method to the gateway 
routers.

IV. Performance Evaluation

This section describes our performance evaluations of LMO 
using discrete event driven simulation. The two primary 
metrics of our interest were the convergence delay and the 
number of extra proxies needed for identifying the attacking 
host computers. This section describes modeling of user and 
attacker behavior (Section 4.1), definition of each experiment 
(Section 4.2), and descriptions of the outcomes from our 
experiments, as well as our analyses on the outputs from our 
experiments (Section 4.3). The performance study did not 
include the communication overhead for notifying the network 
address of a new UP to each user when users at a UP are split 
to two extra UPs. We are currently making progresses on the 
performance evaluations of LMO including the overhead.

A. Modeling Behavior of Legitimate and Attacking Users

We hypothesized three different classes of “users” in our 
performance evaluation: legitimate users, external DoS/DDoS 
attackers, and internal DoS/DDoS attackers. The legitimate 
users are those who have own legitimate account in a cloud 
service. The legitimate users have no intention to deplete 
resources in a cloud server and they are assumed never to do 
so. The external DDoS attackers are those who do not have 
a legitimate account in a cloud service. Since the external 
DDoS attackers do not have a legitimate account, the form 
of their DDoS attacks is mainly flooding attack, depleting the 
bandwidth of the uplink to a cloud provider and/or exploiting 
bugs in authentication or login process, which are prevented by 
the Bloom filter and migrations of UPs and GPs.

The internal DDoS attackers are those who have a legitimate 
account in a cloud service. The majority of the internal attackers 
are presumably the legitimate users whose host computers 
are hijacked by a DDoS coordinator by infection of viruses, 
or they can be legitimate users who converted to attackers by 
some reasons (such as personal revenges or mischiefs to a 
cloud provider). The primary difference between the internal 
and the external attackers is that the former has accesses to the 
resources in a cloud server by passing the user authentication.

Because of the following three reasons, we focused only on 
the internal attackers (the term “attackers” means “internal 
attackers” hereafter):
	 1.	 Since external attackers are not able to penetrate through 

user authentication process at UPs, they will not deplete 
resources at a cloud server.

	 2.	 Although external attackers can effectively deplete 
link bandwidth and computing resource at UPs, once it 
happens, such UPs under an attack can be migrated to 
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other UPs. This isolates the legitimate users from the 
external attackers.

	 3.	 External attackers will be efficiently dropped by Bloom 
filter without depleting significant resources at UPs.

The behavior of each user is modeled by a sequence of “online 
time” and “offline time”. The online time is the time interval a 
user connects to a service in a cloud server and performs some 
operations, while the offline time is the time interval between 
two “online time” intervals. We applied Bounded Pareto and 
Exponential distributions to randomly generate the online and 
offline time intervals for each user.  We also assumed that each 
attacking user will stay online without going back to offline 
state once it becomes online, while each legitimate user will 
repeat online and offline statuses. The parameters used for 
modeling the user behaviors are listed in Table I. For Bounded 
Pareto distribution, Pareto alpha = 1.161 was used to simulate 
“80/20 rule” and we assumed that its upper bound was ten times 
of the mean (i.e., 1800 seconds).

B. Experiment Designs

We developed seven experiments using the number of all users, 
the ratio of the attacking users to all users, the number of the 
initial UPs, and attack detection latency at each proxy.  The 
number of all users included both legitimate and attacking 
users. The ratio of the attacking users was used to calculate 
the number of attacking users. For example, if the ratio is 1/8 
while 2048 total users participate in an experiment run, 256 
(= 2048/8) users are attackers and the rest (i.e., 1792 (= 2048 
– 256) users) are legitimate users.  The number of the initial 
UPs is the total number of the UPs deployed at the beginning of 
an experiment when no user-split has been performed yet. Users 
are evenly distributed to each of the initial UPs. For example, if 
there are 2048 users and if there are 16 initial UPs, each initial 
UP is assigned 128 users, of which 16 are attackers and 112 are 
legitimate users if the attacker ratio is 1/8. The attack detection 
latency is the time interval (in seconds) before a UP recognizes 
an attack after an attacker becomes “online” or after an active 
attacker is migrated to another UP.

Table II lists our experiments except Experiment #7. Table III 
shows the parameter values used for the experiments (except 
#1 and #7). We repeated the same experiment for ten times (by 
randomly generating user behaviors with a different random 
seed) and the outputs from the ten runs of the same experiment 
were averaged for the convergence delay and the number of the 
extra UPs. The convergence delay is defined as the elapsed time 
since the first attacker became active until the last attacker was 
identified in an experiment run. Extra UPs are the UPs (other 
than the initial UPs) that are activated only for splitting a user 
group at an initial UP to identify the attackers in the user group. 
As soon as all the attackers were successfully identified, those 
extra UPs became inactive.

Experiment #7 observed the convergence delay to identify all 
the 128 attackers in Experiment #1 when 2, 4, and 8 GPs were 

used on top of the 16 UPs in Experiment #1. In the experiment, 
8, 4, and 2 UPs were connected to one of the 2, 4, and 8 GPs 
respectively. Each GP was assigned the maximum traffic rate 
(Ri bps) it could forward to the cloud server through a gateway 
router. When a GP detected ongoing DDoS attack by detecting 
the excess aggregate traffic from the UPs connected to this 
GP. Then, the group of UPs at this GP was split to two extra 
GPs. Each of the two extra GPs was assigned the maximum 
traffic rate Rj, which was calculated by Rj = Ri/2. This procedure 
was recursively repeated until hijacked UPs (or the UPs that 
contributed to the excess traffic to the cloud server) were 
identified. The identified mal-conducting UPs were blacklisted 
and shut down by the proxy/user manager. They were eliminated 
from the list of the available UPs. When a hijacked UP was shut 
down, the users allocated to the UP were assigned to another 
initial UP, which was activated to replace the hijacked UP. In 
Experiment #7, the overhead of the communications between 
GPs and the proxy/user manager, as well as those for the users 
to relocate them to a new initial UP, was not implemented 
because of the “millisecond time order” of their overhead.

C. Outcomes from Our Experiments and Analyses

Fig. 5(a) shows the outcomes from Experiment #1. The figure 
contains graphs for the number of the extra UPs and the 
cumulative number of the identified attacking users at each 
second since the beginning of an experiment run (average 
of ten experiment runs). Fig. 5(b) shows the outcomes when 
the number of the initial UPs was reduced from 16 to 4 with 
all the other parameters unchanged. The figures visualize the 
working of LMO. When a session of DDoS attack was initiated 
by a DDoS coordinator (at around 50 and 100 seconds since 
the beginning of an experiment in (a) and (b)), LMO started 
launching extra UPs to split users at an initial UP under attack. 
With approximately 30 to 50 seconds after the deployment of 
the first extra UP, LMO started nailing down the attacking users. 
When approximately one-third to half of the attacking users 
were nailed down, the number of the extra UPs reached the 
peak (at around 250 and 320 seconds after the beginning of an 
experiment). After “take off” of the cumulative number of the 
identified attacking users, the number constantly grew, while 
the number of the deployed extra UPs gradually decreased after 
the peak.

Fig. 6 shows the outcomes from Experiment #2. The graphs 
show the convergence delay for the number of the identified 
attacking users for 512, 1024, 2048, 4096, and 8192 total users 
(with 64, 128, 256, 512, and 1024 attacking users respectively), 
while the number of the initial UPs remained constant (16 initial 
UPs). The dashed line indicates a projection of the expected 
convergence delay. The projected trend shows a parabola curve 
with its vertex at (0, 0) origin point in the graph. This outcome 
suggests that LMO will efficiently cope with a large number 
of coordinated DDoS attacking users in terms of the time 
necessary to nail them down.
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Fig. 5(a): Convergence Delay and Number of the Used UPs 
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Fig. 5(b): Results of Experiment #1 When Only Four Initial 
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Fig. 6: Convergence Delay for Different Number of Users 
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Fig. 7: Convergence Delay for Different Attacker Ratio 

Figure 7 shows the outcomes from Experiment #3. The 
graphs show the convergence delay for the number of the 
identified attacking users when the ratio of attacking users to 
all users was 1/2, 1/4, 1/8 and 1/16, while the total number of 
users and the number of the initial UPs remained constant 
(1024 total users and 16 initial UPs). In the outcomes, we 
observed a similar result from Experiment #2. When a total 

of 512 attacking users existed for 1/2 attacker ratio (1024 × 
1/2 = 512), it took 386.2 seconds to identify all of them, 
while it took 252.9 seconds when a total of only 64 attacking 
users existed for 1/16 attacker ratio (1024 × 1/16 = 64). 
These outcomes suggest that LMO will adapt well to 
increases in the scale (in the number of the participating 
attacking users) of coordinated DDoS attacks. 

Figure 8 shows the outcomes from Experiment #4. The 
graphs show the convergence delay and simple linear 
regression on the number of identified attacking users for 4, 
8, 16, and 32 initial UPs, while the total number of users and 
the attacker ratio remained constant (1024 total users and 1/8 
attacker ratio). The observed linear coefficients were 0.742, 
1.317, 2.215, and 3.676 for 4, 8, 16, and 32 initial UPs 
respectively. Contrary to our prior expectation, the 
experiment suggests the fewer the number of the initial UPs 
is, the shorter the convergence delay will be to identify all 
attacking users. This result implies that LMO will be a 
scalable solution in the number of UPs needed to cope with 
large-scale DDoS attacks. The major downside of having 
fewer initial UPs is the slowdown to a larger number of 
legitimate users. Since fewer initial UPs means a larger 
number of users, especially legitimate users, at each initial 
UP, a larger number of legitimate users will be involved in a 
sequence of user splits once an initial UP launches user 
splits. 
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Fig. 9: Convergence Delay and Its Linear Regression for 

Different Attack Detection Latency 

Figure 9 shows the outcomes from Experiment #5. The 
graphs show the convergence delay and the simple linear 
regression on the number of the identified attacking users 
when the expected latency for detecting a DDoS attack at 
each UP was 5, 10, 15, and 20 seconds while all the other 
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Figure 7 shows the outcomes from Experiment #3. The 
graphs show the convergence delay for the number of the 
identified attacking users when the ratio of attacking users to 
all users was 1/2, 1/4, 1/8 and 1/16, while the total number of 
users and the number of the initial UPs remained constant 
(1024 total users and 16 initial UPs). In the outcomes, we 
observed a similar result from Experiment #2. When a total 

of 512 attacking users existed for 1/2 attacker ratio (1024 × 
1/2 = 512), it took 386.2 seconds to identify all of them, 
while it took 252.9 seconds when a total of only 64 attacking 
users existed for 1/16 attacker ratio (1024 × 1/16 = 64). 
These outcomes suggest that LMO will adapt well to 
increases in the scale (in the number of the participating 
attacking users) of coordinated DDoS attacks. 

Figure 8 shows the outcomes from Experiment #4. The 
graphs show the convergence delay and simple linear 
regression on the number of identified attacking users for 4, 
8, 16, and 32 initial UPs, while the total number of users and 
the attacker ratio remained constant (1024 total users and 1/8 
attacker ratio). The observed linear coefficients were 0.742, 
1.317, 2.215, and 3.676 for 4, 8, 16, and 32 initial UPs 
respectively. Contrary to our prior expectation, the 
experiment suggests the fewer the number of the initial UPs 
is, the shorter the convergence delay will be to identify all 
attacking users. This result implies that LMO will be a 
scalable solution in the number of UPs needed to cope with 
large-scale DDoS attacks. The major downside of having 
fewer initial UPs is the slowdown to a larger number of 
legitimate users. Since fewer initial UPs means a larger 
number of users, especially legitimate users, at each initial 
UP, a larger number of legitimate users will be involved in a 
sequence of user splits once an initial UP launches user 
splits. 
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Figure 9 shows the outcomes from Experiment #5. The 
graphs show the convergence delay and the simple linear 
regression on the number of the identified attacking users 
when the expected latency for detecting a DDoS attack at 
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Figure 7 shows the outcomes from Experiment #3. The 
graphs show the convergence delay for the number of the 
identified attacking users when the ratio of attacking users to 
all users was 1/2, 1/4, 1/8 and 1/16, while the total number of 
users and the number of the initial UPs remained constant 
(1024 total users and 16 initial UPs). In the outcomes, we 
observed a similar result from Experiment #2. When a total 

of 512 attacking users existed for 1/2 attacker ratio (1024 × 
1/2 = 512), it took 386.2 seconds to identify all of them, 
while it took 252.9 seconds when a total of only 64 attacking 
users existed for 1/16 attacker ratio (1024 × 1/16 = 64). 
These outcomes suggest that LMO will adapt well to 
increases in the scale (in the number of the participating 
attacking users) of coordinated DDoS attacks. 

Figure 8 shows the outcomes from Experiment #4. The 
graphs show the convergence delay and simple linear 
regression on the number of identified attacking users for 4, 
8, 16, and 32 initial UPs, while the total number of users and 
the attacker ratio remained constant (1024 total users and 1/8 
attacker ratio). The observed linear coefficients were 0.742, 
1.317, 2.215, and 3.676 for 4, 8, 16, and 32 initial UPs 
respectively. Contrary to our prior expectation, the 
experiment suggests the fewer the number of the initial UPs 
is, the shorter the convergence delay will be to identify all 
attacking users. This result implies that LMO will be a 
scalable solution in the number of UPs needed to cope with 
large-scale DDoS attacks. The major downside of having 
fewer initial UPs is the slowdown to a larger number of 
legitimate users. Since fewer initial UPs means a larger 
number of users, especially legitimate users, at each initial 
UP, a larger number of legitimate users will be involved in a 
sequence of user splits once an initial UP launches user 
splits. 
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Figure 7 shows the outcomes from Experiment #3. The 
graphs show the convergence delay for the number of the 
identified attacking users when the ratio of attacking users to 
all users was 1/2, 1/4, 1/8 and 1/16, while the total number of 
users and the number of the initial UPs remained constant 
(1024 total users and 16 initial UPs). In the outcomes, we 
observed a similar result from Experiment #2. When a total 

of 512 attacking users existed for 1/2 attacker ratio (1024 × 
1/2 = 512), it took 386.2 seconds to identify all of them, 
while it took 252.9 seconds when a total of only 64 attacking 
users existed for 1/16 attacker ratio (1024 × 1/16 = 64). 
These outcomes suggest that LMO will adapt well to 
increases in the scale (in the number of the participating 
attacking users) of coordinated DDoS attacks. 

Figure 8 shows the outcomes from Experiment #4. The 
graphs show the convergence delay and simple linear 
regression on the number of identified attacking users for 4, 
8, 16, and 32 initial UPs, while the total number of users and 
the attacker ratio remained constant (1024 total users and 1/8 
attacker ratio). The observed linear coefficients were 0.742, 
1.317, 2.215, and 3.676 for 4, 8, 16, and 32 initial UPs 
respectively. Contrary to our prior expectation, the 
experiment suggests the fewer the number of the initial UPs 
is, the shorter the convergence delay will be to identify all 
attacking users. This result implies that LMO will be a 
scalable solution in the number of UPs needed to cope with 
large-scale DDoS attacks. The major downside of having 
fewer initial UPs is the slowdown to a larger number of 
legitimate users. Since fewer initial UPs means a larger 
number of users, especially legitimate users, at each initial 
UP, a larger number of legitimate users will be involved in a 
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Figure 9 shows the outcomes from Experiment #5. The 
graphs show the convergence delay and the simple linear 
regression on the number of the identified attacking users 
when the expected latency for detecting a DDoS attack at 
each UP was 5, 10, 15, and 20 seconds while all the other 
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Fig. 7 shows the outcomes from Experiment #3. The graphs 
show the convergence delay for the number of the identified 

attacking users when the ratio of attacking users to all users was 
1/2, 1/4, 1/8 and 1/16, while the total number of users and the 
number of the initial UPs remained constant (1024 total users 
and 16 initial UPs). In the outcomes, we observed a similar 
result from Experiment #2. When a total of 512 attacking users 
existed for 1/2 attacker ratio (1024 × 1/2 = 512), it took 386.2 
seconds to identify all of them, while it took 252.9 seconds 
when a total of only 64 attacking users existed for 1/16 attacker 
ratio (1024 × 1/16 = 64). These outcomes suggest that LMO 
will adapt well to increases in the scale (in the number of the 
participating attacking users) of coordinated DDoS attacks.

Fig. 8 shows the outcomes from Experiment #4. The graphs 
show the convergence delay and simple linear regression on 
the number of identified attacking users for 4, 8, 16, and 32 
initial UPs, while the total number of users and the attacker 
ratio remained constant (1024 total users and 1/8 attacker ratio). 
The observed linear coefficients were 0.742, 1.317, 2.215, and 
3.676 for 4, 8, 16, and 32 initial UPs respectively. Contrary to 
our prior expectation, the experiment suggests the fewer the 
number of the initial UPs is, the shorter the convergence delay 
will be to identify all attacking users. This result implies that 
LMO will be a scalable solution in the number of UPs needed 
to cope with large-scale DDoS attacks. The major downside of 
having fewer initial UPs is the slowdown to a larger number of 
legitimate users. Since fewer initial UPs means a larger number 
of users, especially legitimate users, at each initial UP, a larger 
number of legitimate users will be involved in a sequence of 
user splits once an initial UP launches user splits.
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Fig. 5(a): Convergence Delay and Number of the Used UPs 
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Figure 7 shows the outcomes from Experiment #3. The 
graphs show the convergence delay for the number of the 
identified attacking users when the ratio of attacking users to 
all users was 1/2, 1/4, 1/8 and 1/16, while the total number of 
users and the number of the initial UPs remained constant 
(1024 total users and 16 initial UPs). In the outcomes, we 
observed a similar result from Experiment #2. When a total 

of 512 attacking users existed for 1/2 attacker ratio (1024 × 
1/2 = 512), it took 386.2 seconds to identify all of them, 
while it took 252.9 seconds when a total of only 64 attacking 
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These outcomes suggest that LMO will adapt well to 
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attacker ratio). The observed linear coefficients were 0.742, 
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is, the shorter the convergence delay will be to identify all 
attacking users. This result implies that LMO will be a 
scalable solution in the number of UPs needed to cope with 
large-scale DDoS attacks. The major downside of having 
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Figure 9 shows the outcomes from Experiment #5. The 
graphs show the convergence delay and the simple linear 
regression on the number of the identified attacking users 
when the expected latency for detecting a DDoS attack at 
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Figure 7 shows the outcomes from Experiment #3. The 
graphs show the convergence delay for the number of the 
identified attacking users when the ratio of attacking users to 
all users was 1/2, 1/4, 1/8 and 1/16, while the total number of 
users and the number of the initial UPs remained constant 
(1024 total users and 16 initial UPs). In the outcomes, we 
observed a similar result from Experiment #2. When a total 

of 512 attacking users existed for 1/2 attacker ratio (1024 × 
1/2 = 512), it took 386.2 seconds to identify all of them, 
while it took 252.9 seconds when a total of only 64 attacking 
users existed for 1/16 attacker ratio (1024 × 1/16 = 64). 
These outcomes suggest that LMO will adapt well to 
increases in the scale (in the number of the participating 
attacking users) of coordinated DDoS attacks. 

Figure 8 shows the outcomes from Experiment #4. The 
graphs show the convergence delay and simple linear 
regression on the number of identified attacking users for 4, 
8, 16, and 32 initial UPs, while the total number of users and 
the attacker ratio remained constant (1024 total users and 1/8 
attacker ratio). The observed linear coefficients were 0.742, 
1.317, 2.215, and 3.676 for 4, 8, 16, and 32 initial UPs 
respectively. Contrary to our prior expectation, the 
experiment suggests the fewer the number of the initial UPs 
is, the shorter the convergence delay will be to identify all 
attacking users. This result implies that LMO will be a 
scalable solution in the number of UPs needed to cope with 
large-scale DDoS attacks. The major downside of having 
fewer initial UPs is the slowdown to a larger number of 
legitimate users. Since fewer initial UPs means a larger 
number of users, especially legitimate users, at each initial 
UP, a larger number of legitimate users will be involved in a 
sequence of user splits once an initial UP launches user 
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Figure 9 shows the outcomes from Experiment #5. The 
graphs show the convergence delay and the simple linear 
regression on the number of the identified attacking users 
when the expected latency for detecting a DDoS attack at 
each UP was 5, 10, 15, and 20 seconds while all the other 
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Fig. 9 shows the outcomes from Experiment #5. The graphs 
show the convergence delay and the simple linear regression on 
the number of the identified attacking users when the expected 
latency for detecting a DDoS attack at each UP was 5, 10, 
15, and 20 seconds while all the other parameters remained 
unchanged from Experiment #1. The graphs showed that the 
attack detection latency had the most significant impact in our 
experiments to the convergence delay. When the latency was 
increased by four times to 20 seconds, the linear coefficient 
exceeded 10.0. This implies that the attack detection latency, 
which indicates how quickly each UP can detect excess traffic 
through it, is a key for the convergence delay in LMO especially 
for large-scale DDoS attacks.

Fig. 10 shows the outcomes from Experiment #6. The figure 
shows the average and peak number of the extra UPs.  The 
linear regressions of the graphs demonstrated the scalability of 
LMO. Although the peak number of the extra UPs increased 
as the user group size increased (from 256 to 8192 total users), 
its impact to the peak was minor (a linear coefficient of 1.269), 
while the average usage of extra UPs was almost constant no 
matter how large the user group was (a linear coefficient of 
0.203). These observations suggest that LMO will efficiently 
sieve DDoS attacking hosts in many different situations without 
requiring a large number of extra UPs, such as when a small 
number of attacking hosts hide behind a large legitimate user 
group, or when a stampede of DDoS attacking hosts occupy the 
majority of incoming traffic.
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Fig. 11: Convergence Delay when GPs Triggered User-Splits 

at UPs 

Fig. 11 shows the outcomes from Experiment #7. It was 
observed that all the 128 attacking hosts in Experiment #1 
were nailed down while the convergence delay was extended 
by 4.2, 8.9, and 12.2 seconds when 2, 4, and 8 GPs were 
used as the second line of defense. The extension was only 
1.37, 2.85, and 3.87% to their convergence delay. Because of 

the same nature of the procedure, we expected that even 
including the gateway routers as the third defense line, the 
increase in the convergence delay would be approximately 
double of the numbers (i.e., 8.4, 17.8, and 24.4 seconds). 
These observations suggest that the convergence delay for 
sieving attacking traffic by the multiple defense lines of 
migrating proxies will be feasible. 

V. FUTURE RESEARCH DIRECTION 
This paper presents an approach to effectively protect 

production servers by preventing DDoS attackers from 
reaching servers using overlay networks.  Having an overlay 
network for protecting a server is not commercially cost-
effective.  Especially if a group of DDoS attackers employ 
attacks to a specific server at a time (which is usually the 
case, otherwise DDoS attackers will not be effectively 
employ DDoS attacks to target servers), sharing an overlay 
network for multiple servers can be a next step. One way to 
realize this would be by using “overlay networks as a cloud”.  
Farther study is necessary to assess the effectiveness of the 
cloud-base overlay approach, as well as to develop a protocol 
to coordinate routers in overlays. 

VI. CONCLUSIONS 
 

The two primary contributions by this work are designing 
a new protection mechanism for network servers from DDoS 
attacks using migrations of proxies and dynamic binary user 
splits, called “Layered Migrating Overlay (LMO)”, and 
assessing its potential.  In protecting network servers from 
DDoS attacks, this work primarily focuses on the situations 
where legitimate users’ host computers are hijacked by 
DDoS coordinators. Although we designed LMO for 
protecting cloud servers, LMO can be applied to most of the 
network servers that require user authentication (this 
requirement is for the Bloom filter at each UP). We evaluated 
the potential of LMO, which identifies and drops attacking 
traffic without monitoring each user’s traffic load. We 
assessed the potential of LMO using event-driven discrete 
simulation using multiple control parameters (number of total 
users, attacker ratio, number of initial UPs, and attack 
detection latency at UPs). 

Based on the observations from our experiments, we draw 
the following conclusions.  Migrating proxies in an overlay 
can efficiently identify and drop attacking traffic without 
monitoring each user’s traffic load (Experiment 1).  The 
dynamic binary user split in LMO is scalable in the number 
of users who access a server (Experiment 2) and in attacker 
ratio (Experiment 3). The results from Experiment 6 also 
suggest that LMO will efficiently sieve DDoS attacking users 
in many different situations without increase in the required 
extra UPs, such as when a small number of attacking hosts 
hide behind a large legitimate user group, or when a 
stampede of DDoS attacking hosts occupy the majority of 
incoming traffic.  Contrary to our prior expectation, fewer 
initial UPs will result in shorter convergence delay 
(Experiment 4). This implies that a large number of initial 
UPs are not necessary for coping with large-scale DDoS 
attacks, making LMO a scalable, and therefore, an efficient 
solution.  The attack detection latency, which indicates 

Fig. 10: Total and Peak Number of Extra UPs Used in an 
Experiment Run
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Fig. 11 shows the outcomes from Experiment #7. It was 
observed that all the 128 attacking hosts in Experiment #1 were 
nailed down while the convergence delay was extended by 4.2, 
8.9, and 12.2 seconds when 2, 4, and 8 GPs were used as the 
second line of defense. The extension was only 1.37, 2.85, and 
3.87% to their convergence delay. Because of the same nature 
of the procedure, we expected that even including the gateway 
routers as the third defense line, the increase in the convergence 
delay would be approximately double of the numbers (i.e., 8.4, 
17.8, and 24.4 seconds). These observations suggest that the 
convergence delay for sieving attacking traffic by the multiple 
defense lines of migrating proxies will be feasible.

V. Future Research Direction

This paper presents an approach to effectively protect 
production servers by preventing DDoS attackers from reaching 
servers using overlay networks.  Having an overlay network 
for protecting a server is not commercially cost-effective.  
Especially if a group of DDoS attackers employ attacks to a 
specific server at a time (which is usually the case, otherwise 
DDoS attackers will not be effectively employ DDoS attacks to 
target servers), sharing an overlay network for multiple servers 
can be a next step. One way to realize this would be by using 
“overlay networks as a cloud”.  Farther study is necessary to 
assess the effectiveness of the cloud-base overlay approach, as 
well as to develop a protocol to coordinate routers in overlays.

VI. Conclusions

The two primary contributions by this work are designing a new 
protection mechanism for network servers from DDoS attacks 
using migrations of proxies and dynamic binary user splits, 
called “Layered Migrating Overlay (LMO)”, and assessing its 
potential.  In protecting network servers from DDoS attacks, 
this work primarily focuses on the situations where legitimate 
users’ host computers are hijacked by DDoS coordinators. 
Although we designed LMO for protecting cloud servers, LMO 
can be applied to most of the network servers that require user 
authentication (this requirement is for the Bloom filter at each 
UP). We evaluated the potential of LMO, which identifies and 
drops attacking traffic without monitoring each user’s traffic 
load. We assessed the potential of LMO using event-driven 
discrete simulation using multiple control parameters (number 
of total users, attacker ratio, number of initial UPs, and attack 
detection latency at UPs).

Based on the observations from our experiments, we draw the 
following conclusions. Migrating proxies in an overlay can 
efficiently identify and drop attacking traffic without monitoring 
each user’s traffic load (Experiment 1). The dynamic binary user 
split in LMO is scalable in the number of users who access a 
server (Experiment 2) and in attacker ratio (Experiment 3). The 
results from Experiment 6 also suggest that LMO will efficiently 
sieve DDoS attacking users in many different situations without 
increase in the required extra UPs, such as when a small number 
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of attacking hosts hide behind a large legitimate user group, or 
when a stampede of DDoS attacking hosts occupy the majority 
of incoming traffic. ƒ Contrary to our prior expectation, fewer 
initial UPs will result in shorter convergence delay (Experiment 
4). This implies that a large number of initial UPs are not 
necessary for coping with large-scale DDoS attacks, making 
LMO a scalable, and therefore, an efficient solution. „ The 
attack detection latency, which indicates how quickly each UP 
can detect excess traffic through it, is the factor that resulted 
in the largest linear coefficient (Experiment 5). … The second 
defense line (i.e., the layer of “gateway proxies”) added a minor 
delay on top of the convergence delay incurred by UPs. Since 
the third defense line (i.e., adding the gateway routers) should 
work logically in the same way, adding extra defense lines can 
be achieved without significantly increasing the convergence 
delay. This “multi-layer defense lines” of migrating proxies is 
expected to enhance the strength of the protection.

The future work in our high priority includes the following 
tasks:   performance studies using prototypes, performance 
study on network latency, and ƒ performance study on the 
overhead of switching proxies. The first ( ) is an essential 
testing that will let us study the impact of network system 
software (various network protocols, such as those for data link, 
network, and transport layers, as well as those for routing in 
both intra and inter-domain routing) when LMO is executed 
on top of them. The second (‚) will let us study the impact of 
dynamically changing end-to-end delay as well as the impact 
of other ongoing network traffic to the working of LMO. This 
study will let us evaluate the situations when users connect a 
server from different places in a large-scale network, such as 
the Internet. The third (ƒ) is the highest priority task to assess 
the overhead for notifying new extra UPs to users during user-
splits. We are currently making progresses on these three areas 
of the future work.
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