
Abstract
Technology has rapidly altered the course of lives of the common people and has made life fundamentally connected.  People are 
using the digitally connected world for a plethora of activities starting from Personal Communications to Business Transactions.  
Activities over the internet invariably involve exchange/sharing of Data/Information. The information exchanged can provide 
powerful insight into the user’s individual, social, political, economic interest and preferences (Nawrot et al., 2010). This information 
exchange resulting in collection of Data from Data Subjects is happening in a continuous manner across digital infrastructure and 
by almost all stake holders.  This poses serious issues related to data protection and privacy of the users. Countries across the 
world have awakened to the need for protecting privacy and data of its citizens. India, an emerging economy, house to a sixth of 
global population and an aspiring Regional Power has also made numerous piecemeal efforts, mostly reactive, to address the 
issues of Digital Privacy and Data Protection. In this paper, the authors analyse the global practices on Data Protection with an 
aim to identify key ingredients which must essentially be incorporated in the Data Protection Framework formulated by India.
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1. Introduction
Emergence of Digital delivery of Services and its 
absorption by the State/Public Sector and the Private Sector 
has led to a huge increase in digital transactions/services. 
Reports indicate that approximately 2.5 quintillion (IBM, 
2017) bytes of data are being generated daily globally. 
Driven by the desire of market dominance and offering of 
customized yet differentiated services, Service Providers 
are increasingly focusing on acquisition, storage, 
processing, analytics and subsequent trading of data of 
its users. While some of the data collected is generic, a 
significantly large portion of this data can be classified as 
Personal Data or Information, some of which Sensitive 
and containing Personal Identifying Information (PII). 
Uncontrolled monetization potential of this data in the 
absence of comprehensive framework on the methodology 
of collection, retention, processing and sharing of 
data has its impact on privacy, identity, reputation and 
critical personal and financial data of the users. Breach 
or compromise of this data can cause irreparable harm to 
these users. Data has also emerged as a powerful socio, 
economic, political and strategic asset. The exploitation 
of Facebook data by Cambridge Analytica (Boldyreva, 
2018) to influence political decision making and opinion 
shaping of citizens across various countries is a small 

example of how multiple data sources can be collected, 
collated and analyzed for targeted campaigns.   Countries 
across the world have awakened to the value of data and 
the need to provide an effective data protection framework 
in respect of both personal and business data.

2. Literature Review

The need for a Data Protection Framework has its origins 
in the emerging strategic nature of Data. Countries 
across the world are now alive to the need for Data 
Sovereignty. The authors felt it was only prudent to 
study the initiatives and enactments by Developed and 
Developing countries of significance to propose a Data 
Protection Framework for India. The initiative by EU, 
that is the General Data Protection Regulations (GDPR) 
(Intersoft Consulting, 2016), by the BRICS countries, 
i.e., Brazil’s Civil Rights Framework for Internet Act 
(Civil Internet Framework, 2014), Russia’s Federal Law 
on Personal Data(Federation Council, 2006), China’s 
Cyber Security Law (National People’s Congress, 2018), 
South Africa’s POPI Act (National Assembly, 2013) 
besides initiatives in India which include Justice AP Shah 
Committee (Planning Commission, 2012) and Justice BN 
Srikrishna Committee (MeitY, 2018), so that a balance 
Data Protection Framework, which is consistent with the 
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world community while simultaneously safeguarding 
India’s interest, can be proposed. 

3. Digital Service Delivery Model and 
Areas of Concern

The Non-Rivalrous, Invisible and Recombinant nature 
of Data (Moniodis, 2013) coupled with its growing 

commodification, lends it vulnerable to the possibility of 
uncontrolled proliferation, has the potential to harm/haunt 
the user, who in the first place unsuspectingly shared it 
with the environment, himself. 

For demystifying the maze around data, a closer look 
at the infrastructure, stakeholders enabling delivery of 
digital services is essential. A typical digital service 
delivery infrastructure is shown in Fig. 1.
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Fig. 1: Digital Service Delivery Infrastructure 
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Fig. 1:  Digital Service Delivery Infrastructure

Delivery of Digital Service is now not constrained by 
geographical boundaries of the User’s or the Service 
Provider’s State. Typically, a Service Provider hosts the 
Service through a server hosted in a Data Centre. The End 
User, through an End User Device/Customer Premise 
Equipment (CPE) avails of the services over the internet. 
The service provisioning is based on an affirmative 
acceptance of the terms and conditions of provisioning of 
service by the Service Provider. The challenge however 
is that besides the User and Service Provider, there are 
other embedded stakeholders like the Data Centre Facility 
Provider, Internet/Telecom Service Provider, End User 
Device/CPE manufacturer and the Application Provider. 
Therefore, a user consent for one intended Business to 
Consumer (B2C) service in the digital domain creates 
opportunities for at many other Business to Business 
(B2B) and B2C services, with each stakeholder vying for 
a large pie of the data transmitted/shared by the User, for 
subsequent storage, processing, analytics and reuse. This 
is facilitated by obtaining a very generically worded wide 
sweeping one-sided consent (take it or leave it) from the 
user. 

The consenting users are mostly unaware of the impact 
of sharing this seemingly harmless bits personal 

information, which leads to emergence of areas of 
concern like Information Asymmetry (TRAI, 2017), 
Bounded Rationality (Bhandari & Sane, 2016; Radinsky, 
2015), Data Monopoly, Ownership, Integrity, Residency 
and Cross border Flow. Various countries across the 
world have therefore initiated/implemented regulatory 
framework for protection of data of its Data Subjects. 
Nearly 120 countries (Greenleaf, 2017) across the 
world have enacted comprehensive data protection and 
e-privacy laws to holistically address these issues. Various 
facets of Data Protection laws/initiatives by USA, OECD, 
EU, UK, Australia, Canada, South Africa, China, Russia, 
Japan, Brazil are summarized as Appendix to this paper. 
Analysis of the Data Protection frameworks brings out 
Inadequacy of Existing Regulations, Emergence of Data 
Protectionism and a growing realization of Citizen’s 
Right Protection.	

In light of the above it is imperative that India develop a 
comprehensive Data Protection Framework, for protection 
of its citizen’s rights to data protection and privacy. In 
the next section we examine the existing data protection 
framework in India and identify key constituents which 
must be considered for formulating a comprehensive Data 
Protection Framework for India.
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4. Existing State of Data Protection 
and Informational Privacy in India

India has embarked itself on an ambitious plan for 
e-governance and digitized service delivery to its  

citizens through the Digital India initiative (Ministry 
of Electronics & Information Technology, 2015). 
Snapshot of the present state of exploitation of Digital  
Infrastructure in India as on Jan 2020 is shown in Fig. 2 
(Hootsuite, 2020). 

 

 
Source: Datareportal 

Fig. 2: Digital Activity in India  
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tabled in 2019.

A Nine judge Constitutional Bench of the Supreme 
Court of India, on 24 Aug 2017, ruled Right to Privacy 
as a Fundamental Right. Right to Privacy was analyzed 
in the context of global information-based society. 
The Government of India on 31 Jul 2017 constituted 
a committee (Ministry of Electronics & Information 
Technology, 2017) headed by Justice BN Srikrishna 
to suggest a draft Data Protection Bill for India. The 
committee in Nov 2017 has published a white paper 
(Ministry of Electronics & Information Technology, 
2017) seeking comments of the public and stakeholders.  

5. Proposed Framework for Data 
Protection in India

It is only prudent that the proposed data protection 
framework not only benefits from the previous work but 
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also incorporate the additional experience gained and 
challenges faced in the intervening period. The authors 
have taken cognizance of both local and global initiatives 
in proposing a Data Protection Framework for India. Key 
facets of the proposed data protection framework are 
discussed in the succeeding paragraphs. 

5.1. Scope of Regulations 

Rules of Jurisdiction in International law state that State 
Jurisdictions end at its territorial boundaries unless 
specifically permitted under scope of bilateral/multilateral 
treaties (France V Turkey, 1927 ICJ). International Laws, 
however, under certain circumstances permits exercise of 
extra territorial jurisdiction. Processing of personal data 
of a citizen of a given state, over the internet, could easily 
take place across multiple jurisdictions. This clearly leads 
to a situation where action in one state has its impact/effect 
in another. The scope of Extra Territorial Jurisdiction 
must include processing of data originated from citizens 
of India. 

5.2. Applicability of the Regulations

The regulations must apply equally to Natural/Juristic 
Citizens and Public/Private Entities with some reasonable 
exception for the State. The Regulations must be 
applied prospectively with provision for Retrospective 
enforcement on some previously collected data.

5.3. Notice and Consent 

Consent as an enabling/validating mechanism enables 
protection of an individual’s informational privacy 
(Reidenberg et al., 2015) and provides the moral backing 
to the Data Controller/Processor for their subsequent 
actions. ‘Consent’ to the ‘Notice’ forms the foundation 
of most data protection laws/frameworks across the  
world.  The Notice should clearly state the Nature/Type 
of data being collected, the Use for which it is collected  
and whether or not it will be shared further with third 
parties. A differentiated level of consent (European 
Commission, 2011) must be provided, giving option to 
the user to restrict data controlled for one/all of the above 
options without being denied the Service by a Service 
Provider. 

5.4. Purpose Specification and Use Limitation 

The service provider or Data Collector/Processor 
must clearly specify the Purpose of data collection and 
provide for enforcement of Use Limitation by the User 
with certain exceptions for processing of data by the 
State for activities like law enforcement, legislations, 
public interest (European Commission, 2014). Besides 
facilitating a lawful means of data collection, this would 
prevent subsequent unexpected/objectionable use of user 
data (European Commission, 2013). 	  

5.5 Sensitive Personal Data

The authors do not propose sub classification of data as 
sensitive or otherwise. Technology today is so pervasive that 
harmless bits of data aggregation, correlation and analysis, 
can depending on its use, cause more harm to an individual 
even if provision for direct protection for sensitive data 
exist. Differentiated levels of consent for different type of 
data as proposed earlier will aid adequate protection for 
data perceived sensitive by each Data Subject.

5.6 Data Storage Limitations

It is only logical that collected data where the purpose of 
use of the data has been achieved and the Data Subject’s 
consent imposes further use limitation be erased. It must 
however be noted that with emergence of technologies 
like IoT, AI and Big Data, where potential use cases of 
data may not be known apriori, it makes sense that Data 
Retention be preferred over Storage Limitation. The 
authors on this count are at variance with many recent 
global regulations like the EU-GDPR and are of the 
opinion that that the data required to be retained should 
be anonymized (OECD, 2013). Technological Solutions 
be deployed for encryption and storage of anonymized 
data sets, while at rest or in transit, besides imposing 
legal penalties for violation/breach of data protection 
framework on user data.  

5.7. Data Authenticity

An individual’s right to access data about himself, allow 
determination of its correctness, lawful processing and 
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removal of inaccuracies, should therefore be at the core 
of the data protection framework. It is proposed that 
Individual should be accountable for correctness of shared 
consented data. Thereafter, it should be responsibility 
of the collector/processor to ensure data authenticity 
whether processed or otherwise. The User must have a 
right to demand data correction/updation.

5.8. Safeguard Against Pitfalls of Automated 
Decisions

Data Protection framework must provide for grant of 
relief against inconvenience caused to Data Subject 
due to application of incorrect/inaccurate logic for  
arriving at automated decision on user data sets. The User 
must have the liberty to restrict data processing based on 
inaccurate data which could lead to denial of services to 
him. 

5.9. Data Portability

Data portability is very important for ensuring user 
autonomy and therefore is correctly being considered as an 
integral part of the envisaged data protection framework. 

5.10. Right to be Forgotten

It is essential that an ‘Exit Clause’ mandatorily be 
incorporated in Notices enabling the Data Subject to 
exercise his Right to be Left Alone or Forgotten from the 
digital world. This directly implies that a data controller/
processor must erase all data of a Data Subject on exercise 
of his Right to be Forgotten (Jeffries, 2011). 

5.11. Data Transfer Tracking

Any Data Controller/Processor must not share data of 
a Data Subject with any third party without explicitly 
informing the Data Subject of the intention to do so and 
obtaining the consent of the Data Subject. 

5.12. Data Protection Authority 

It is important that a robust, independent and technically 
sound supervisory Authority, namely Data Protection 
Authority be established. The fact that Sectorial Regulators 
exist and have evolved relevant regulatory framework for 
their respective sectors, it may be more prudent to adopt 
the co-regulatory model. The Data Protection Authority 
could also serve as a platform for Inter Sector Regulatory 
Synchronization. The Data Protection Authority must 
undertake periodic audits of organizations to ensure that 
the organizations collecting/processing data are adhering 
to the laid down regulatory Framework.

5.13. National Perspective

It is important that a state also protects its Data  
Sovereignty. Economic activities in this digital age are 
largely data centric and therefore certain issues like Data 
Democracy, Data Localization and Cross Border Flow of 
Data should be dealt as subjects of National Strategy.

6. Conclusion

India, home to one sixth of the global population and one 
of the fastest growing economy, must adopt an effective 
yet realistic Data Protection Framework. The migratory 
path from the existing state of Data Colonization to the 
desired state of regulated Data Democracy will be very 
challenging. A global consensus on data protection 
framework and its consequent compliance by the State 
and Sectoral stakeholders is the most desirable state. 
However, since the utopian state does not exist, efforts 
must also be made at regional levels or between member 
states having common stated aim and objective towards 
data protection like the EU to evolve a common data 
protection framework. 

Early finalization and adoption of a Data Protection 
Framework based on the factors highlighted in this 
paper would help India catapult itself towards a growth 
trajectory effectively harnessing the potential of the next 
generation technologies. 
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