Journal of Network and Information Security
11 (1) 2023, 01-07
http://www.publishingindia.com/jnis

Network Security Framework Based on an
Intelligent Agent

Meena Sachdeva'” and Davinder Kumar

2

'JIMS Engineering Management Technical Campus, Greater Noida, Uttar Pradesh, India.
Email: meena.sachdeva255@gmail.com
*Micron Electronics, Hyderabad, Telangana, India. Email: davinder991@gmail.com
*Corresponding Author

Abstract: In the growth and the development of technology
security is a very important concept. Security properties
are drawn in the implementation phase. But the integration
of security properties can be implemented in all phases of
software development. Agent is an autonomous entity and
has the ability to act on behalf of others, can understand
the changes in the environment and react according to
environment with the help of features like mobility, learning
ability etc [1]. So we conclude that an agent can be a person,
a machine, a piece of software. Agents are autonomous,
flexible and active according to the environment. Agents
are smart and have flexible behaviour. In this paper we
proposed information security framework with the help of
an intelligent agents. Intelligent agents are designed with
TOPSIS model. Model is based on multi-criteria decision
analysis method.
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1. INTRODUCTION

The distribution of information with the help distributed
information systems is completely new characteristic of the
most recent forms of multimedia communication. Computers
become more obedient with the use of agents and Artificial
Intelligence [2, 3]. Old computer systems needed to be planned
in advance and to have rules that are not functioning well in
unexpected situations. The basic concept of agents is very
simple. Agents can be defined as an entity that has ability
to do actions on behalf of his owner. Autonomy is the main
concept of agents this means that an agent need not wait for
the instructions about what to do in every moment of its life.
But the programmer fix in the agent believes, desires, and
intentions and the agents will guide their actions by these
feelings. So the difference between the agent systems and the
old programming paradigms is the emergence of the concept
of an environment that interacts with and influences the agent
actions and environment that did not exist in that old systems.
Every agent is fixed in an environment in which the agent

interacts through sensors and effectors [4]. The environment
should be well known in which the agent lives and affect
directly the success or failure of the agents. The decisions taken
by the agent are taken from the environment that is interpreted
by its environment [5]. So these decisions will be translated
into actions performed in the same environment. Intelligent
agents are very popular, but autonomy is not the only factor that
affects their success. With the help of this autonomy agents can
do anything to achieve their goals and this includes the ability
to communicate and interact with other parties that make up
the environment. These parties can be other agents, non-agent
softwares and humans [6, 7, 8]. Social ability allows a problem
that sometimes is beyond the individual capacities or knowledge
to be distributed and solved by several entities. In a multi-agent
system as several agents make up a virtual society and they
uses the social ability, through cooperation, collaboration and
negotiation, to achieve their particular objectives. Social ability
also provides a way to model problems closer to the real world
in which there is a division of labor and capabilities. Multi-
Agent System (MAS) are currently been used in an increasingly
wide variety of industrial, commercial, governmental, military
and entertainment applications [11]. MAS can be found acting
both small applications such as email filters, and personal
assistants, as well as open, complex, mission critical systems,
as air traffic control, military demining or logistic planning,
financial portfolio management and among others.

II. INTELLIGENT AGENT AND SECURITY

Security is defined by given mentioned properties:

Confidentiality: In this property information is only accessible
to authorized persons and inaccessible to others.

Authentification: With help of this property we can define the
Identity of an entity.

Integrity: This property describing that the information can
never be unmodified from source entity to destination entity.

Access Control: This property identifying the access rights an
entity has over system resources.
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Non-Repudiation: This property confirming the involvement of
an entity in certain communication.

Availability: Availability provides accessibility and usability of
information and given resources to authorized entities.

Secret Stream: This property preventing unauthorized users to
be able to analyze the data flow.

Confinement: This property ensuring that a subject cannot
voluntarily disclose contents of objects to which he has access
to someone who doesn’t have the right to access.

Security Threats in Intelligent Agent System

Intelligent agent technology faces the security problem which
has not been met before. The agent interacts with other agents
that can analyze or alter its content. Also visited host on which
the agent runs has the ability to manipulate the agent or even
destroying it.

Two types of attacks and five risk categories are defined.
Attacks: Attacks are active attack and passive attack.

Risk Categories:

e Attacks between Two Agents: In this an agent may suffer
from another agent. There are basically four types of
risks: attacks against authentication, attacks against
confidentiality, attacks against availability and attacks
against non-repudiation [9].

e Attacks of the Host for Agents: To run an agent, the host
must have access to its code, data and state. Thus, an
agent that runs on a site is exposed to security threats
which are: attacks against authentication, attacks against
confidentiality, attacks against availability and attacks
against integrity.

e Agent Attacks the Host: In this class the problems include
masquerading, denial of service, unauthorized access and
repudiation.

e Security between Agent and External Entities: To
migrate to another site, an agent must pass through a
communications network on which the agent may suffer
different types of attacks such as listening, alteration of
its content or even its destruction.

e [n Addition, at the Target Platform: Agent can be attacked
by the user of the platform or by other agents.

III. NETWORK INTRUSION

All we are living in electronically interconnected world and
information moves at the speed of light. This information is
present in very large value. Network is very important media for
getting information. E-commerce is caused due to the growth
of Internet and WWW. Network intrusion increased with the

growing population using public network [10, 11]. As described
in the survey of Aberdeen Group, there were 100,000 network
intrusion held in 2003, which effect company and personal loss
of around USD 8.75 billion. Aberdeen Group completed his
research and describes that

e Security based events from the Internet have average
revenue losses amounting to almost $2 million per
incident across all industries and firms.

e The median rate for revenue losses from Internet business
disruptions is currently 0.067% of the revenue.

So that traditional information security methods uses passive
mechanisms like encryption, authentication, firewall and uses
system guards to protect information resources. As all these
methods are “static”, and hence information attacks cannot be
detected in advance. They are used to filtering illegal network
access. For example, firewalls do not inspect the contents of
information packets. If a valid application contains viruses or
worms, they will not be able to detect the attacks. Firewalls
can not to stop hackers who use denial-of-service techniques
to attack network. These two drawbacks of firewalls are not
detecting internal attacks. So we take intrusion detection
system (IDS) [12]. That is an IT technique can detect network
intruders or crackers on its own initiative. Intrusion detection
systems are developed from Denning’s intrusion detection
model (Denning, 1987), that audits records, network packets,
or any other observable activities as the basis for detecting
abnormalities in the system or checking them with traces and
signals of known intrusion patterns. Intrusion detection divided
into two categories.

e Misuse Intrusion Detection: In this technique intrusion
patterns can be installed into the system in advance. This
technique uses well-defined intrusion patterns and check
if a user is hacker or cracker.

e Anomaly Intrusion Detection: In this network users activ-
ity records builds statistical profiles of the activities re-
cords. The user can be a hacker or cracker if the activities
that differ remarkably from normal use as intrusions.

Both methods have its’ own drawbacks. The misused intrusion
detection method will not work when new or unknown forms
of attack are found. The anomaly intrusion detection method
is unable to detect inside attacks. So, any intrusion detection
system uses any one of these methods will have a limited range
of intrusions it can detect [13]. An intrusion detection system
involves parallel employment of both techniques. But the
system will become very large and operate slowly. To protect
the intranet, intrusion detection system is usually installed in
an intrusion server. This is called “Client-Server protection
mechanism”.

Keep these problems in mind we proposed in paper information
security framework based on an intelligent agent that combines
all distributed information security facilities to achieve
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efficiently collaborative information security [14, 15]. In the
framework, an allied member can still obtain information
protection even it does not install any security devices or
system. Moreover, it will use a warning mechanism for allied
members to take action to protect their information resources
before they suffer information attack. In order to let allied
member choose an optimal action among alternatives to protect
its information resources, the framework provides a decision
model that enables its allied member’s agent to choose among
alternatives in an optimal fashion, taking into account the worth
of acquiring prior information to reduce the uncertainty.

First, the model uses a group decision procedure to determine a
global information threat level.

IV. INFORMATION SECURITY FRAMEWORK BASED ON AN
INTELLIGENT AGENT

Before describe the new framework first we describe the
Characteristics of the agent. The agents are software entities
that assist people and act on their behalf. Software agent system
is combined of no of small agents that have different structures
and they perform a job together [16]. It is a good technique
to search and retrieve scattered data all over the world. On
the basis of their properties, there are three types of agents:
Intelligent agent, Mobile agent and Collaborative agent. Each
has its own capabilities as follows:

o [ntelligent Agent: Intelligent agents have the abilities of
supervising, reasoning, and explaining and can observe
and learn users’ habits through its past experiences.

e Mobile Agent: Mobile agent can be transported from a
server to another template of a different system structure.

e C(Collaborative Agent: An agent handles applications
through cooperation that a single program cannot handle,
such as job scheduling, mail managing, data mining,
data searching, shopping on line, digital library, process
managing.

ISFBA (Information security framework based agent) is
composed of many organizations in to network systems. These
network systems are known as “allied members” [17]. Each
allied member is installed with two kinds of agents. They are
inspection agent and mediating agent. The functions of each
agent are described as follows:

A. Inspection Agent

The inspection agent is installed in a local allied member,
always monitors possible information attack and evaluates the
threat value according to the following criteria:

Let (M1, M2, ..., Mn) be a set of profile and (S1, S2, ..., Sn)
be the respective deviations, then we define the threat value t
as:

I Slz+r2822+. . .-S-rnSn2

|| r1S124r2S22+...4nSn2

| . Eq. (1)

Where 1 >ri> 0 is the reliability of i™ deviation (be adjustable).

It needs to note that the deviations are generated by a local allied
member’s information security system (IDS, firewall, system
guards, etc.). The role of the inspection agent is to constantly
collect the deviations and employ Eq. (1) to calculate a threat
value 7.

B. Mediating Agent

The mediating agent is an intelligent agent installed in a local
allied member. It plays two candidate roles, namely ISFBA
“ordinary member” and “TOPSIS model”.

C. Ordinary ISFBA Member

When the allied member is an ordinary ISFBA member, the
mediating agent analyzes the inspection agent’s information
attack reports, delivers attack information (threat value s) to
the TOPSIS model and takes corresponding actions according
to the network system’s security policy. For convenience
of determining the information threat level and taking
corresponding actions, the mediating agent uses (2) to define a
local threat level:

if0.0<Tt=02
if02<Tt=<04
if04<<T1t=06
ifoe<Tt=08
if08<Tt=<10

Eq. (2)

I
S S

Then it uses the threat level to determine a corresponding
action. For example, when it finds a level-1 information attack,
it increases incident monitoring and looks for patterns across
a wide range of variables, but does not stop any information
activities. However, when it finds that a level-5 information
attack has happened, it immediately stops all information
activities (such as disconnects extranet and intranet service,
stops application systems, implements information system
damage assessment and damage systems repair/reload). The
system’s default threat level is zero (1 = 0), meaning that no
information attack has happened. Other attack threat levels and
their corresponding actions are given in Table I. Note that the
actions in Table I can vary from system to system.
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TABLE I: THE THREAT LEVEL AND ITS CORRESPONDING ACTIONS

Threat Level | Action Description

1=0 a0 Do nothing

1=1 al Increase incident monitoring and look
for patterns across a wide range of vari-
ables

1=2 a2 Disconnect extra network connection/
services

1=3 a3 Disconnect extra network connection/
services, and stop database services

1=4 a4 Disconnect extra network connections/
services, stop application systems, and
disconnect partial intra network con-
nection/services

1=5 as Disconnect all information activities

From the above-described functions of different kinds of agent,
we outline the ISFBA workflow below.

V. WorkrLow OF ISFBA (INFORMATION SECURITY
FRAMEWORK BASED AGENT)

Step 1: Local inspection agent collects constantly the deviations
generated by the local allied member’s information security
system (IDS, firewall, system guards, etc.) [18]. Once it detects
an information attack, it uses Eq. (1) to calculate the threat
value of the attack.

Step 2: Following the inspection agent’s action, the local
mediating agent employs Eq. (2) to determine the threat
level, and takes corresponding actions according to the allied
member’s security policy. Finally, it dispatches a report the
attack to the TOPSIS model.

Each local inspection

possible intrusion or
information attack.

|

Information
attack

agent 24-hour monitors ¢—————————

Local mediating agent
calculates the threat level and
takes corresponding actions
according to the member’s
security policy

TOPSIS
warning

TOPSIS

A4

Translate attack information to the

‘When any agent reports an
information attack, the
TOPSIS determines the
global threat level and urges
all allied members to
precautionary measures

VI. TOPSIS BASED METHOD

The Technique for Order Preference by Similarity to the
Ideal Solution (TOPSIS) method may work as the solution
for routing decision making where m alternative routes exist.
The chosen alternative should be nearest to the positive ideal
solution (PIS) and farthest from the negative ideal solution
(NIS). In this routing scheme e from the most trustworthy node
and the longest distance from the no trustworthy node [19]. The
method compares a set of options by assigning weights for each
considered criterion. Weights are normalized for each criterion
to prepare the decision table. Choices are compared with worst

choice and the best choice to reach at an optimized solution [20].
Alot of tools are available to automate the TOPSIS method, and
various performance evaluations are made on these tools.

VII. Inturtionistic Fuzzy TOPSIS

‘We assume that

A={Al,A2, ..., Am} be a set of alternatives and X = {XI1,
X2, ..., Xn} be a set of criteria

The method for Intuitionistic Fuzzy TOPSIS as follows:
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Step 1: We determine the weights of decision makers. Assume
that decision group contains | decision makers. The importance
of the decision makers are considered as linguistic terms
expressed in intuitionistic fuzzy numbers.

Let Dk = [lk, mk, pk] be an intuitionistic fuzzy number for
rating of k™ decision maker. Then the weight of k'™ decision
maker can be obtained as:

(e 2))
k=
21 (Hkﬂu{ﬁﬂv_ﬁ})
and 2n_ 1A, =1 Eq. (3)

Step 2: Construct aggregated intuitionirstic fuzzy decision
matrix based on the opinions of decision makers.

Let R = (rij(K))mxn is an intuitionistic fuzzy decision matrix

(.UA1 (Xx1),va, (X1). 7Ta, (X1 )) (HA1 (X2). va, (xX2),
| (.UAQ (X1), Va, (X1). TTa, (X1 )) (HAQ (X2), Va, (X2),

R=

[(HA,,, (X1). Van, (X1). TTa,, (X1))  (Lly, (X2), Va,, (X2),

'm Th2 Tn3

Step 3: Determine the weights of criteria. All criteria may not
be assumed to be equal importance. W represents a set of grades
of importance. In order to obtain W, all the individual decision
maker opinions for the importance of each criteria need to be
fused.

Let w(k) = ®, (K) (K)} be an 1ntu1t10nlstlc fuzzy number
ass1gned to crlterlon X] by the k™ decision maker. Then the
weights of the criteria are calculated by using IFWA operator:

=IFWAr,', r.2.. ... r!

U’U’

= Ay EBH,ETU‘ @..137}_’-3 D .0 A,

IRICETR R (CO 1 ((BORS | (CON

Eq. (5)

Step 4: Construct aggregated weighted intuitionistic fuzzy
decision matrix. After the weights of criteria (W) and the
aggregated intuitionistic fuzzy decision matrix are determined,

w=[w, w,, w3,...wj,]

of each decision maker. {A =21, Ay, A5 ... &;} is the weight of

each decisionand X! _, A, =1,20.€ [0,1].

In group decision-making process, all the individual decision
opinions need to be fused into a group opinion to construct
aggregated intuitionistic fuzzy decision matrix. In order to do
that, IFWA operator proposed by Xu (2007d) is used. R= (7))
where,

mxn>

ry=TFWA, (15, 11

a1 @ dorP @ A3ty @ - @ Aty

1 I g I 5 1 N
_ 1 ENVE T (- 1) a Ak}
T 1) g( WY TT08)
Herea rlj CuAi (X/), Vi (X/), 7.,:Ai(xj))(i = 17 2. ,mij= 1’ 2, ..
., ). Eq. (4)

The aggregated intuitionistic fuzzy decision matrix can be
defined as follows:

TTa, (X2 )) (JUA1 (Xn), Va, (Xn), 7Ta, (Xn ))
Tea, (X2)) (#a, Xn)s Vay (Xn). TTa, (Xn)) '
TC A (X2)) (£, (Xn): Van (X)), Ta,, (X0)) J

the aggregated weighted intuitionistic fuzzy decision matrix is
constructed according to the following definition (Atanassov,

1986)
Y(x) +v ,( )

RG} W= {X’ /'tAi(X)’ tuw(X)’ Vi vAz ’ W(X)|XEX}

and

Then the aggregated weighted. Here, r;; =
rip(y(x) I=1,2.,m;j=1,2.., n).

The aggregated intuitionistic fuzzy decision matrix can be
defined as follows:

(:uAi(xi)a rijs(vAi(xi)a

W = [wy, Wy, Wy,.. .wj,]

R' = |31 132 T3

Eq. (6)

'm Tm2 I'n3

Step 5: Obtain intuitionistic fuzzy positive-ideal solution and
intuitionistic fuzzy negative-ideal solution.

Let J1 and J2 be benefit criteria and cost criteria, respectively.
A* is intuitionistic fuzzy positive-ideal solution and A is
intuitionistic fuzzy negative-ideal solution.

Then A* and A™ are obtained as:

A*= (o), v pepAX))) and (uy_pAx)), v 1pAX)) Eq. (7)
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where,
4o 05) = (MAX i (1 gy )i, (N (1140305 i)
Vyepdx;) = (max i (vgspdx)lef)), (min 1 (v spdx)les,)

HapA%) = (Max i (uy px)ler), (min i (e pdx)lej>)
V) = (max i (v, p(xp)ley), (min i (v, pdx)lies,)

Step 6: Calculate the separation measure:

] & 2
T ﬁzkﬂ,ﬁfw{xj} HA-W(XJ')) t (vaw (X)) "'A'w{xj]')z b (Taw (X)) WA‘W(XJ'})z]
j=1
1 & 2
5= ﬁz {(Hﬁfw(?@') I w{X;‘}) F(vaw () — vaw(x)” + (Taw(x) — T W{Xi})2]
=1

Step 7: Calculate the relative closeness coefficient to the
intuitionistic ideal solution.

C‘*:

i
<C..<
" s where, 0<C;:<1

Eq. (9)

Step 8: Rank the alternatives. After the alternative closeness
coefficient of each alternative is determined, alternative are
ranked according to descending order C'S.

VIII. CoNCLUSION

In this paper we give the idea about environment of agents and
information security framework based on an intelligent agent
based on a intuitionistic fuzzy TOPSIS model. That combines all
distributed information security facilities to achieve efficiently
collaborative information security. In the framework, an allied
member can still obtain information protection even it does not
install any security devices or system. Moreover, it will use a
warning mechanism for allied members to take action to protect
their information resources before they suffer information
attack.
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