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ABSTRACT

Intrusion detection is the technique of detecting malicious traffic on a network or a
device. It is one of the critical network security components against emerging intrusions
techniques and attacks. In this paper we present a survey of different intrusion detection
approaches. Intrusion Detection Systems based on Genetic Algorithm are currently
attracting researchers due to its inherent potential. Intrusion detection faces various
challenges like reliably detect malicious activity and perform efficiently to cope with the
large amount of network traffic. Here we have analyzed the present research challenges
and issues in Genetic Algorithm based intrusion detection. Finally we carry out our
experiments based on our sample Genetic Algorithm using KDD Cup 99 data set. The
main contribution of the implementation is the understanding of challenges in Genetic
Algorithm based intrusion detection.
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1. INTRODUCTION

Internet becomes a need for business as well as home users. Along with its great
services Internet has also increased attack rate drastically. But in today’s
communication era we cannot deny Internet services. Even if best security
precautions are present successful attacks inevitably occur. In this unsecure
environment, Intrusion Detection System (IDS) has become an essential
component of computer security. It detects attacks with the aim of preserving
systems from widespread damages and identifying vulnerabilities of the intruded
system. There are two main categories of Intrusion Detection Systems: misuse
detection and anomaly detection. Misuse detection systems represent attack in
the form of pattern or signature while anomaly detection system differentiates
normal traffic and attack. To classify network traffic in two classes various soft
computing techniques are used [2][4][5][7][13][14]. Z. Muda [2] has used K-
Means and Naive Bayes Learning Approach for Intrusion Detection. Fatin [3]
proposed data mining techniques to detect intrusion. Ghanshyam [4] and
Shailendra [7] used support vector machine for intrusion detection. While many
other researchers [8][9][13][14][15][16] proposed Genetic Algorithm based
intrusion detection system.

2. GENETIC ALGORITHM BASED INTRUSION DETECTION

S. Selvakani [8] proposed Intrusion Detection System based on Genetic
Algorithm. For evolving and testing new rules for intrusion detection system
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they have used KDD99 Cup training and testing dataset. In their approach
Genetic algorithm was used to obtain classification rules for intrusion detection
while correlation technique was used to identify the most important features of
network connections.

Kunjal [9] design and develop a system to automatically evolve rules through
genetic-fuzzy approach. Their work highlights the advantages of genetic and
fuzzy hybridization and proposes a framework to evolve rules. The application is
an intelligent system design to identify students’ different skills in education
domain. The architecture of evolving rule based model using genetic-fuzzy
approach can also be applied to various domains like advisory systems, decision
support systems, data mining systems, and control and monitoring systems, etc.

Ahmed [13] proposes optimization using Genetic Algorithms for the Security
Audit Trail Analysis Problem, which was proposed by L. Mé in 1995 and
improved by Pedro A. Diaz-Gomez and Dean F. Hougen in 2005. To classify
attacks in “Certainly not existing attacks class”, “Certainly existing attacks class”
and “Uncertainly existing attacks class”. The proposed idea is to divide the 3rd
class to independent sub-problems easier to solve.

M. Sadiq [14] demonstrated that Genetic Algorithm can be effectively used for
formulation of decision rules. The attacks which are more common can be
detected more accurately. Rule based classification of DoS and Probe attacks can
be used for effective monitoring of the network. Application of GA as compare
to expert based knowledge is more fruitful as different possible combination of
attribute is tested against training data and later validated through test data.

3. CHALLENGES

Genetic Algorithm has proven its potential in last decade and become the
powerful weapon of many researchers. It is an evolutionary algorithm based on
Darvin’s theory. Genetic Algorithm becomes proven technology in optimization,
searching, classification, and many more areas. This simple and powerful
technique raises several challenges when it comes to its efficient
implementation. Major challenges in using Genetic Algorithm for Intrusion
Detection are as under:

The first challenge is designing chromosome. Genetic Algorithm requires
problem to be represented in the form of chromosome. Whether to represent
chromosome as sequence of character (string) of binary format? Performance of
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Genetic Algorithm heavily depends on this. Second challenge is designing
mutation and crossover. How to design crossover? Whether to use single point
crossover, two point crossover, uniform crossover, or roulette crossover? Similar
questions are there with respect to mutation probability and population size. Too
low or too high population, deteriorate the overall performance and sometime
behaves worst.

Next challenge in this list is to design effective fitness function. Genetic
Algorithm required feedback to accomplice its task. After each iteration, Genetic
Algorithm requires feedback about current population. In current population
which chromosomes are poor and need to replace with new breed of strong
chromosome. Without efficient fitness function Genetic Algorithm based
intrusion detection performs poor. Another challenge is number of iteration or
when to stop? Genetic Algorithm is a heuristic algorithm. It returns good result
rather than the best one. What will be the threshold value? With what certainty
declare network traffic as attack?

Another challenge faced by intrusion detection researchers is testing their
framework or methodology. Many [8][9][13][14] used KDD 99 Cup Dataset for
evaluating Genetic Algorithm based intrusion detection system. In literature few
criticized KDD 99 CupDataset as outdated. Yet another problem is real-time
attack detection in heavy network traffic. Genetic Algorithm based intrusion
detection should be accurate and fast enough to detect attack in real-time.
Complex algorithm will increase accuracy but demands more computation time.
This will result in failure to detect attack in real-time. Simple and faster
algorithm will work real-time but with less accuracy. Mobile and wireless
networks have raise security concerns and open up new opportunity for
intrusion detection.

4. SAMPLE IMPLEMENTATION

We have designed a simple Genetic Algorithm based solution for intrusion
detection. It consists of two parts. In first part train the Genetic Algorithm based
intrusion detection system with training data. In second part measure accuracy
of algorithm by testing it using test dataset. Sample code is given below:

i=0//1=number of iterations
initializeP(i) // P(i): population for iteration i
evaluatef(P(i)) // f(P(i)): fitness function
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while(not termination condition)
{
i=i+1
select 2 parents pl and p2 from P(i)
perform crossover operation
perform mutation operation to generate three offspring: nosl, nos2, and
nos3

// reproduce a new P(i)

if(random number <pa)// pa: probability of acceptance

{
The offspring among nosl, nos2, and nos3 with the largest
fitness value replaces the least fit member of the population

}

else
{
if(f(nos1) >smallest fitness value in the P(i))

nosl replaces the least fit member of the population
if(f(nos2) >smallest fitness value in the updated P(i))

nos2 replaces the least fit member of the population
if(f(nos3) >smallest fitness value in the updated P(i))

nos3 replaces the least fit member of the population

evaluate f(P(i))

}
}

A simple fitness function is used to guide Genetic Algorithm.
f(x) = o/A - B/B (1)

where o is the number of correctly detected attacks, A is the total number of
attacks, B is the number of false positives, and B is the total number of normal
connections. The fitness function value range was over the closed interval [-1, 1]
with -1 being the weakest possible fitness and 1 being the best. A high correct
detection rate and a low false positive rate results in a high score on the fitness
function. Low detection rate or high false positive rate returns low scores on the
fitness function.

5. RESULTS

The KDD Cup 99 dataset is popularly used as a benchmark dataset in several
different researches [3] [5] [7] [8]. The KDD Cup 99 intrusion detection Data Set,
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which is based on DARPA 98 Data Set, provides labeled data for researchers
working in the field of intrusion detection and is the only labeled dataset
publicly available. This Data Set is a benchmark Data Set for comparing
performance of various IDSs [2][3][5][7][8]. For analyzing GA based intrusion
detection, we have also used this benchmark Data Set. Following is the Class
Distributions of 10% KDD99 Data Set:

Table-1 Class Distributions of 10% KDD99
Class Number of Connections
Normal 97277
DoS 391458
U2R 52
R2L 1126
Probe 4107
Total 494021

In our experiment we have tested our sample Genetic Algorithm based solution.
We have focused on detection rate which is computed as the ratio between the
number of correctly detected attacks and the total number of attacks.

Table-2 Experimental Results
Class Detection Rate
Normal 96.22 %

DoS 97.46 %

U2R 48.54 %

R2L 39.85 %

Probe 97.57 %

These experimental results indicate that Genetic Algorithm is a potential
algorithm for intrusion detection. Genetic Algorithm performed well for
Normal, DoS, and Probe attack class while performing poor for U2R and R2L
attack classes. Possible reason for poor performance with U2R and R2L is
insufficient training data. These results also indicate Genetic Algorithm has good
learning capability which is required for indentifying new attacks quickly.

6. CONCLUSION

The study shown that Genetic Algorithm can be effectively used for intrusion
detection. The attacks which are more common can be detected more
accurately. It is also conveyed that implementation of algorithm contributes in
higher accuracy. In this paper we surveyed various Genetic Algorithm based
implementations for intrusion detection. Various challenges for Genetic
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Algorithm based intrusion detection are also discussed. We have developed a
simple Genetic Algorithm based intrusion detection system. We have used KDD
cup 99 dataset for evaluating the performance of the simple system and
experimentation results showed that the proposed system is having potential to
detect various intrusions in computer networks.
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